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Compact Storage of Medical Images With Document/ Encryption nxn | Interieaved
Patient Information Graphic file Image image
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Niranjan U. C Fig. 1. Proposed scheme for storage.
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Fig. 2. Encryption of patient information. (a) Original patient information.
(b) Encrypted patient information.

I. INTRODUCTION
The exchange of databases between hospitals require efficient trans-

mission and storage to cut down the cost of health care. This exchapiils of the image. (If the data file is a graphic signal having a 16-bit
involves a large amount of vital patient information such as biosignalord, 16 consecutive pixels are used for interleaving a single word.)
word documents, and medical images. When handled separately udihig cycle of interleaving an ASCII code in consecutive pixels is re-
information media like the Internet, it results in excessive memogeated toinclude all the characters in the text file. The LSB of the pixel
utilization and transmission overheads. Interleaving one form of ddgchosen for data interleaving because the resulting degradation of the
(such as a one-dimensional (1-D) signal or text file) over digital imagé®age is minimal. Depending upon the nature of the signal, (i.e., text
can combine the advantages of data security with efficient memory 1ai-graph), three different encryption algorithms are used.
lization [1]. Watermarking is a technique for storing copyright infor-
mation. In this paper, the authors adapt this technique to store text #ndEncryption of the Text File

graphical signals in medical images by sharing the last bits of pixels. a part of the typical patient record (text file) is shown in Fig. 2(a).
Watermarking techniques are divided into two basic categoriefiye document is a sequence of ASCII codes, which is encrypted by

which are: 1) spatial-domain watermarking, in which the lower ordefing the logarithm of the ASCII codes. The encryption algorithm can
bits of the image pixels are replaced with that of the watermark gg, mathematically stated as

adding some fixed intensity value to a picture and 2) frequency-domain
watermarking, in which the image is first transformed to the frequency
domain [discrete Fourier transform (DFT) or discrete cosine transform

g%girg]\’/vgtr; (::mtgtrekr]e(;hi;allc;\g/:r[g?uency components are modified WhereT . = the encrypted text arifi, = the ASCII code of the original

text (or graphics file).
The encrypted informatiori{) is stored as an integer.

T, = (Log(To £2) 100) — 300 )

II. INTERLEAVING PROCESS The decrypted text is obtained by
Fig. 1 indicates the steps involved in interleaving an image with
a data file. The information to be stored is encrypted before water- Ty = exp {(Te + 300)/100 — log(2)}. 2

marking to enhance security [3]. The ASCII code in the text file is
swapped with the least significant bit (LSB) of the grayscale bit by bit. The encryption transform pairs given in (1) and (2) yield the exact
Eight bits of each ASCII code thus replace LSBs of eight consecutiweconstruction, even wheh. is rounded off to the nearest integer.
Fig. 2(b) shows the encrypted document corresponding to the file
shown in Fig. 2(a). It may be noted that both of the files occupy the
Manuscript received December 7, 2000; revised March 21, 2001. same amount of memory space.
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Fig. 3. Results of DPCM technique. (a) Original signal. (b) Reconstructddg. 4. Results of ADM techniques. (a) Original signal. (b) Reconstructed
signal. (c) Error signal. signal. (c) Error signal.

complexes is defined as thes interval ¢,.— seconds), which is de- stgp lengttt(n), which is a multiple of basic step siZe and is deter-

termined by the QRS algorithm [4]. The heart rate (beats per minuf@jned adaptively. At theth sample instant, the step length generated
is given by the following expression: Is’related to the step length of the previous sampling instant [see (5)]

S(n) = ‘S(n —1)|.en 4 Soen_1. (5)

HR = 60/t,—. (3)
This step length is used to estimatg as follows:
The heart-rate signal is formed by concatenating consecutive instanta-
neous heart rates. Bp = &n—1+ S(n). (6)

The differential pulse code modulation (DPCM) technique is exten- . . . .

sively used to reduce the dynamic range of the signal. The DPCM isThe encrypted signal for storage is the error signal and is generated

used here for encrypting the heart-rate signal. The differential er@ the basis whether the actual signal values larger or smaller than

output (which is random and uncorrelated) is used as the encrypiB§ estimated value,,

version of the original signal. The DPCM is a predictive coding tech- en = +1, if 2, > &n

nique, where in the present samplg,in a signal is expressed as a sum i .

of linearly weighted past sampls,_, and error signat.,, [5] en=—1. if 2 < &

Here,e,, isjust 1 bitin length and is interleaved with the LSB of the

T = pan_1+ en. (4) image pixel. The original heart-rate signal, reconstructed signal and
error signal are shown in Fig. 4(a)—(c), respectively.

The predictor coefficient is determined by the least square technique AS ¢an be seen from the results in DPCM and ADM, the error signal

as is random and uncorrelated, and has no resemblance to the original
heart-rate signait,,. This property ot,, is exploited by using the error
N=l—m signal as an encrypted versionof. In the case of ADMg,, is encoded
p =r(1)/r(0), wherer(m) = Z TnTntm- with 1 bit, while in DPCM,e,, requires 4 bits for encoding. Thus, one
n=0 sample of encrypted heart-rate signal is interleaved into one pixel in

case of ADM, while in DPCM, four pixels are required to interleave
one encrypted sample. The heart-rate signal is reconstructed from the
ror signal using regressive equations (4) or (5) and, as can be seen
m Figs. 3(b) and 4(b), the reconstructed signals are good replicas of
the original signals.

The differential erroe,, is stored along with the first sampig and the
linear predictor coefficienp. The heart-rate signal,, can be recon-
structed from the error signal by auto-regression technique [see (
Thus, the symbol pairp( x,) forms the key for the encrypted heart
rate signak.,. This quantized,, is interleaved with the LSB of image
pixels. As the dynamic range of the error signalis very small, it is
coded with only 4 bits.

Fig. 3(a) and (b) displays the original and reconstructed heart rateThe ASCII codes of the encrypted text shown in Fig. 2(b) are
signals, while Fig. 3(c) elicits the prediction error signal broken into bits and interleaved into the pixels of a magnetic-reso-

Adaptive delta modulation (ADM) is a DPCM scheme in which th@ance-imaging (MRI) image [see Fig. 5(a) (size: 20@60 pixels)].
error signak,, is encoded into a single bit. This single bit, providingThe resulting image is shown in Fig. 5(b). The error signals
just two options, is used to increase or decrease the estimajedd- obtained from DPCM and ADM, shown in Figs. 3(c) and 4(c),
noted byz,,. The amount of increase or decrease is specified by thespectively, are interleaved into the angiogram and the ultrasound

Ill. RESULT
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(C) (b)

Fig. 7. Result of interleaving DPCM error signal in the angiogram image. (a) Original signal. (b) Interleaved signal.

images of Figs. 6(a) (size: 200 265 pixels) and 7(a) (size: 270 ‘§

229 pixels). The resulting interleaved images are shown in Figs. 6( &

and 7(b). As can be seen from these results, the process does not al 5

the picture quality. This is attributed to the fact that the change in tt §

LSB of a pixel changes its brightness by one part in 256. The text an?

heart-rate information are interleaved into all the pixels of the image *
Fig. 8(a) and (b) shows the intensity histograms of the original aru

interleaved [with error signal of Fig. 4(c)] ultrasound images. It can @) (b)

be seen that the shape of the histogram bears resemblance to th&igf. Histogram of ultrasound images. (a) Original image. (b) Interleaved

the original image. The change in the population of pixels of a specifibage.

intensity is definite in nature. For example, consider two pixels with

grayscale values 0 and 1. When interleaved, the “0” pixel may remain = . ) )

a“0" or change to “1.” Similarly, the “0" pixel may remain at “1” or distribution occurs among all consecutive pairs of even and odd pixels,

change to “0.” Thus, there is a redistribution of pixels 0and 1. Such a r%J-Ch as "2"and "3," "4" and *5,” and so on. This pairwise redistribu-

~~>Number of pixels

--> Pixel Intensity —--> Pixel intensity
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TABLE |
RESULTS OFINTERLEAVING DATA WITH IMAGE

In order to assess the effect of interleaving on reduced intensity im-
ages, the images were converted to 128 intensity levels at a coding of
7 bits/pixel and interleaving operation was carried out on them. The

Image (NR.,I;:;tE%) (Né’ﬁgé" %) (NRA,\MDS%%) MN?/SISE values of NRMSEs for these reduced intensity images doubled. This
is because the denominator after the computation of the square root in
MRI 0.70 0.70 069 1.24 both (7) and (8) get halved due to halving of image intensity levels,
Ultrasound 0.53 0.54 052 143 thereby doubling the NRMSE values.
The proposed technique of interleaving additional data into an image
Angiogram 0.50 0.50 0.50 0.76 can also be used for transmission purposes, wherein patient informa-

tion embedded in the medical image can be sent over communication
channels as a single data entity. In the presence of channel noise, the in-
i ) ) . terleaved information embedded in the LSB is as susceptible to noise as
tion of pixel values explains the resemblance between the original % other bit in a pulse-code-modulation (PCM) type of transmission.

modified histograms. _ ) Thus, the proposed method of compact storage of patient information
A quantitative assessment of the method is obtained by evaluatwgwd be useful in telemedicine projects as well.

the normalized root mean square error (NRMSE) as follows:

IV. CONCLUSION

N—-1M-1

Z Z [f(.r, y) — fule, y)r This paper has presented a technique of interleaving patient informa-

‘ = = ' tion such as text documents and physiological signals with medical im-
NRMSE(%) = N—T =1 ; x 100 (7)  ages for efficient storage. Text files are encrypted using a logarithmic
Z Z [f(em y)} technique, and heart-rate signals are encrypted by DPCM and ADM

Y=0 X=0 techniques prior to interleaving. The technique is tested for different

images, and the NRMSE was found to be less than 0.71% for 8-bit en-
whereN = the total number of columng/ = the total number of rows coded pixel intensity. Security of information can be further enhanced
in the imagef(z, y) = the original pixel intensity, and..(z, y) = by choosing the position of the interleaved bit according to a specific
the modified (interleaved) pixel intensity. plan known only to the authorized users.
From the definition of the NRMSE, it is seen that the maxima oc-
curs when the LSB of all the pixel values are altered. The equation for
maximum NRMSE then becomes
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