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ABSTRACT

En-Route filtering is a method to detect and filter false reports in Wireless Sensor Net-
works (WSNs). The radio capabilities of sensor nodes are very limited. Thus the reports
have to be forwarded through intermediate nodes to be collected at a central facility. In
En-Route filtering, the intermediate nodes do an authenticity check of all the reports be-
fore they are forwarded to next hop. In recent times, many En-Route filtering schemes
have been proposed. Each of these schemes use different cryptographic methods to
filter false reports from the WSNs. However, the majority of these techniques can
handle only limited compromised nodes or either needs node localization or statically
configured routes for sending reports. Furthermore, the majority of En-Route filtering
techniques are vulnerable to various Denial of Service (DoS) attacks.

Though, the contemporary techniques proposed in the field of En-Route filtering
have evolved with the time, but still, the majority of them are prone to selective forward-
ing and report disruption attacks. This research work focuses on handling the problems
and limitations of En-Route filtering to device new techniques which are resilient to
various DoS attacks. We in our work will try to reduce communication overhead and
reduce the effect of various DoS attacks (Report Disruption Attack and Selective For-
warding Attack) in WSNs.

The basic idea of En-Route filtering is checking of reports by intermediate nodes.
This helps to decrease the processing and checking overhead of sink and thus false
reports can be removed from the network within some nodes from the origin, saving
energy and bandwidth. In this approach, each report is attached to Message Authenti-
cation Codes (MACs) or signatures. Whenever these reports are being forwarded over
the network, intermediate nodes can authenticate these MACs or signatures and if any
fault is found, reports are dropped. For creation and verification of MACs in the net-
work, sensor nodes exchange secret keys with other sensor nodes in the network. Thus,

this research work mainly focuses on proposing new key pre-distribution schemes and



then to extend the proposed key pre-distribution schemes to propose new En-Route fil-
tering schemes.

In this thesis, secure key pre-distribution mechanisms are studied. The first study
is based on improvements in combinatorial design based key pre-distribution mech-
anism. We developed three combinatorial design based key pre-distribution schemes
which improved the resiliency of the network against compromised sensor nodes with-
out alarmingly increasing the key storage overhead in the network.

Second study is devoted to propose a new hybrid key pre-distribution scheme which
uses both pair-wise keys and combinatorial design based keys. This helped to ensure
high resiliency against compromised sensor nodes in the network while maintaining
very low key storage overhead when compared to existing schemes.

The last study focused on extending the proposed key pre-distribution schemes to
propose novel En-Route filtering schemes. Use of combinatorial design based keys
provided a deterministic mechanism for verification of forwarded reports. Thus, the
filtering efficiency of the proposed schemes is excellent. For the proposed schemes, a
novel report endorsement and verification mechanism is also proposed for robust data
authentication and availability in the network. This helped to provide better tolerance
against Report Disruption Attack and Selective Forwarding Attack in WSNss.

With thorough analysis and simulation results, we have claimed that the network
performances of our key pre-distribution and En-Route filtering schemes are much bet-

ter as compared to those for the existing schemes.
Keywords: Wireless Sensor Networks (WSNs), False Data Detection, En-Route filter-

ing, Compromised Nodes, Combinatorial design, Pair-Wise keys, Key Pre-distribution,

Secure Communication.
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CHAPTER 1

Introduction

The fast developments in micro-electro mechanical systems and integrated electronics
devices have given birth to low-cost Wireless Sensor Networks (WSNs) (Akkaya and
Younis|2005; |Akyildiz et al.|2002). These networks consist of numerous small nodes
which have sensing, computing and communication capabilities (Chi and Cho 2006).
These networks have been well adopted as a ubiquitous approach by emerging appli-
cations like military tracking, environmental monitoring, surveillance, etc. (He et al.
2010; Szewczyk et al. 2004). The main function of these networks is to detect events of
interest and forward the data to sink using multi-hop wireless paths.

Majority of WSNs are placed in hostile and unattended environments, thus security
mechanisms are necessary to ensure proper working of these networks. Present WSNs
are expected to contain thousands of sensor nodes, thus it is impractical to protect and
monitor each sensor node individually. Moreover, it is costly and unrealistic to provide
tamper-resistant hardware to each node. Thus, sensor nodes can be easily compromised
and these compromised sensor nodes can cause severe security threats (Chan and Perrig
2003).

Attacker can compromise multiple sensor nodes using node replication attacks (Xing
and Cheng 2010), code injection attacks (Younan et al.[2011)), etc.. These compromised
nodes can be used to get the node’s cryptographic keys (Przydatek et al.[2003; Zhu et al.

2004) which can be used to control them and can also be used to intercept the data trans-
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mitted from these nodes. An attacker can use compromised nodes to inject bogus data
traffic into the network, where compromised nodes pretend to have detected an event of
interest (Yang et al.|2011)). This can cause sink to estimate and take wrong system states
(Liu et al.[201 1} |Cardenas et al.|2011). Such attacks can damage the network’s function
and can lead to failure of mission-critical feedbacks. Such attacks waste scarce network
resources like energy and bandwidth and also cause network congestion. These attacks
can hamper basic security requirements of the network (Shi and Perrig[2004; Karlof and
Wagner||2003)). The solution to the above problems is the collaborative endorsement of
reports and En-Route verification/filtering of reports as they are forwarded towards the

sink.

1.1 Wireless Sensor Networks

This section gives a brief introduction of WSNs, where these are deployed, data secu-
rity requirements in WSNs and various attacks possible on WSNs. Each of these is

explained below:

1.1.1 WSN Deployment Areas

There are many scenarios where WSNs are deployed and where data is collected from

sensors and analyzed to take appropriate actions, for example:

* In a military application (Hussain et al.|2009), where soldiers have to cross the
battlefield, sensor nodes deployed in that area can detect and tell the presence of
the enemy. Soldiers can use this information to decide their position strategically

on the battlefield.

* In traffic application (Wenjie et al.[2005), where sensors detect traffic jam or an
accident on the road, sends this information in all the directions to alert all the

traffic coming to that spot.

* In forest fire alarm application (Son et al.| 2006), sensors sense and inform au-

thorities about the fire and exact location of fire so that required measures can be

2
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taken.

* In health care applications (Alemdar and Ersoy|2010), where sensors are de-
ployed to observe and monitor patients for health care reasons. Vital signs and

conditions of patients along with their GPS location can be useful in case of emer-

gency.

* In manufacturing process control (Akhondi et al. 2010), where sensors are de-
ployed to monitor the condition or for observing the manufacturing process on

assembly lines.

* In homeland Security (Potyrailo et al.[2012), where sensors are deployed in public
buildings, airports, bridges, subways etc. to recognize and give feedback for any

intruder.

The list of applications which uses WSN as a backbone is never ending, but all these
scenarios require reports to be sent quickly so that appropriate measures can be taken
as soon as possible. WSNs are prone to different attacks as they have limited tamper
resistance. Hence there is a need to define proper data security requirements for the

WSNSs.

1.1.2  'WSN Data Security Requirements

The basic data security requirements in WSNs are mainly the same as traditional net-
works, which are data confidentiality, authenticity and availability (Shi and Perrig|2004;
Vogt 2004). Data should be genuine, should be accessible to only authorized entities
and should be available at all the time are the basic security requirements for WSNs and

traditional networks.

» Data Confidentiality- In WSNs, sensors are generally required to send sensed
data to sink for reporting an event. As the communication range of the sensor
nodes is limited, the reports are to be forwarded through the network by inter-

mediate nodes. The data confidentiality in WSNs states that confidentiality of

3



1. Introduction

reports should be maintained until the sending node is compromised even in the

presence of other compromised nodes in the network.

* Data Authenticity- Data authenticity in WSNs requires only authenticated nodes
to be allowed to create and send reports to the sink. Reports generated in WSNs
are generally sensitive and critical. Thus, it is important to assure data authentic-

ity in the network.

* Data Availability- Data availability in WSNs states that data in the network
should be available at all the time. The sink should be able to query the sen-
sors and receive data from sensors at all the time. Moreover, no genuine reports
should be dropped when reports are being forwarded by intermediate nodes. The
size of WSN can be very big and protecting each sensor node is not possible thus
we assume that some compromised nodes are part of the network. Hence, it is
very important to prevent or reduce the interference of compromised nodes to
ensure the data availability in the network. The deployed security infrastructure
should be robust to tackle compromised nodes. Security designs should be able
to prevent, detect and recover from various DoS attacks which can hamper data

availability in WSNs.

There are many attacks which can be performed over WSNs to hamper any of the

above security requirements.

1.1.3 Attacks on WSNs and their characteristics

Different types of attacks are possible over WSNs, some of them are discussed below:

* Report Fabrication Attack- In this attack (Yang et al.[2005) adversary compro-
mises sensor nodes and uses them to inject false reports in the network. Such
false reports can deceive the sink to take wrong decisions and cause false alarms.

This also leads to increased network congestion and resource wastage.

* Report Disruption Attack- In this attack (Yang et al.[2005) adversary inten-

4
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tionally submits corrupted Message Authentication Codes (MACs), signatures or
wrong data when the reports are being generated. This can disrupt report genera-

tion and data filtering by intermediate nodes.

Selective Forwarding Attack- In normal Denial of Service (DoS) attack com-
promised nodes refuse to forward messages and simply drops them. But this ap-
proach can cause neighbors to catch this behavior. In a more effective attack, an
adversary can selectively forward packets, where some packets can be forwarded

and some can be dropped. This type of attack is called selective forwarding attack

(Yu and X1a0/2006).

Spoofing Attacks- Majority of report delivery and routing techniques rely on ac-
knowledgments. Due to the broadcast nature of acknowledgments, the adversary
can spoof acknowledgments for overheard packets and broadcast these acknowl-
edgments to neighbors. The major goal of spoofing attacks (Karlof and Wagner
2003) includes misleading genuine nodes to change the path to reach the sink,

etc..

Wormbhole and Sinkhole Attacks- In this attack (Hu et al.|[2003) adversary tun-
nel the messages received at one end to other end using low latency link. An
adversary could make nodes which are multiple hops away from the base station
to believe that base station is only one or two hops away via wormhole. This will
create a sinkhole on the other side from where all the traffic can be forwarded to

the base station, thus getting all the traffic from surrounding nodes.

Sybil Attack- In this attack (Karlof and Wagner|2003)) adversary creates multiple
fake identities in the network. Using this attack, an attacker can be at more than
one place at a time by presenting many identities of itself in the network. This
can significantly reduce the effectiveness of fault tolerance of schemes and can

also disturb geographic routing protocols.

Eavesdropping and Altering Attacks- Adversary in this attack can passively be

present in the network and listen to passing traffic. This is not a big concern if
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there is a robust security protocol deployed, but this monitoring can lead to any

of the other attacks discussed above.

* Hello Flood- Many routing protocols need to broadcast HELLO packets to show
their presence to neighbors. In this attack (Hamid et al. 2006) adversary with
enough transmission power can convince nodes which are far from it to believe

that adversary is its neighbor and can exchange secure information with them.

* Sensors Relocation attacks- In this attack, adversary can physically relocate
nodes from their original location. So when an event happens in the range of new
location, these nodes will generate wrong reports using their original location and

keying material.

Attacks discussed above can hamper the normal working of the network and because
of receiving spoofed reports from compromised nodes sink can take wrong decisions.
To stop the adversary from performing any of the above attacks and to detect any attack
done, proper authentication of reports is needed. For robust authentication of data, En-

Route verification/filtering of reports can be adopted in WSNs.

1.2 En-Route filtering

As the name suggests En-Route filtering is checking and filtering of reports En-Route
from origin to sink. The basic idea of En-Route filtering is checking of reports by in-
termediate nodes. This helps to decrease the processing and checking overhead of sink
and thus false reports can be removed from the network within some nodes from the
origin, saving energy and bandwidth. In this approach, each report is attached to MACs
or signatures. Whenever these reports are being forwarded over the network, interme-
diate nodes can authenticate these MACs or signatures and if any fault is found, reports
are dropped.

The existing En-Route filtering techniques have mainly 3 phases (Figure - Key
exchange phase, En-Route filtering phase and Sink verification phase. In the Key ex-
change phase, nodes exchange keys with intermediate nodes on the forwarding path to

the sink. In En-Route filtering phase, intermediate nodes filter and forward the reports
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toward the sink. In sink verification phase, sink act as a final goalkeeper for the whole
network where it collects and verifies all the reports. Many techniques (Ye et al.|2005a;
Sun et al. 2009; Sun and Wu/[2011}; |Yang et al. 2005} 'Yu and Li/2009; Yang and Lu
2004} Zhang et al.[2006; etc..) have been proposed for key exchange phase which can
be grouped into two major categories- Symmetric Cryptography Based Key Exchange
(SCBKE) and Asymmetric Cryptography Based Key Exchange (ASCBKE). Majority
of SCBKE techniques uses MACs derived from symmetric keys shared between mul-
tiple nodes. Each legitimate report should have certain minimum valid MACs. On the
other hand, ASCBKE techniques use signatures which can be verified by intermediate
nodes and sink. These techniques do not require any pre-shared keys and these mainly
use Elliptic Curve Cryptography (ECC) (Hankerson et al. 2006) and Shamir’s threshold
cryptography (Shamir|1979) to generate signatures.

But because of the use of En-Route filtering, adversaries can also launch DoS attacks

Key Exchange Phase En-Route Filtering Phase Sink Verification Phase

Phase 1 Phase 2 Phase 3

Figure 1.1: Three phases of En-Route filtering

(Zargar et al.|[2013)) against legitimate data using selective forwarding attack (Yu and
X120/ 2006)) and report disruption attack (Bauer et al.[2007). In selective forwarding at-
tack, compromised nodes selectively drop legitimate reports. In report disruption attack,
compromised nodes can intentionally contaminate the information which is needed to
create a report, these reports will be filtered out by the sink or intermediate nodes using

En-Route filtering.

1.2.1 Example

In this subsection, we will discuss a typical WSN and how En-Route filtering pro-
vides data authentication and false data detection in WSNs. Figure [I.2] shows a typi-
cal WSN, where the whole network has nine sensor nodes and a sink. Further, there

are three virtual cells each having three sensor nodes. At the time of report gener-
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ation, sensor nodes in each cell collaborate to prepare a report. As radio capabili-
ties of sensor nodes are limited, reports are forwarded towards sink through interme-
diate nodes. For example, a report is created in the Cell 1 (collaboration between
Nodei(Ny), Nodey(N;), Node3(N3)), which is then forwarded to sink through inter-
mediate nodes (Nodes(Na), Nodeg(Ny)). Data forwarding/authentication works on the
application layer of the networking, where the network administrator cannot predict the
intermediate hops for a particular report. So, the path discussed in the above example

is decided by the underlaid routing protocol.

Report (R)=Data

Figure 1.2: Example for Hop by Hop data transmission in WSNs

Now, En-Route filtering provides a method to verify each report which is being for-
warded in the network. This helps in removal of false reports En-Route before they can
reach the sink. As discussed earlier, this can be done by attaching MACs/signatures
with the reports at the time of report generation. Thus, these MACs/Signatures can
be verified by intermediate sensor nodes to check the authenticity of each report. If
we consider same example of data forwarding as discussed in Figure [I.2] we can as-
sign secret keys to the sensor nodes, which can be used to generate MACs and fur-
ther be used for report verification. Specifically, secret key assignment looks like:
Ni= {Keyis, Keyio}, No= {Keyy, Keyrg}, N3= {Keyss, Keyso}, Na= {Keyai, Keyar,
Keysz}, No= {Keyqi, Keygr, Keygsz}. Now at the report generation phase, Node;(Ny),
Nodey(N;), Nodes(N3) collaboratively generate the report and MACs using secret keys
(refer Figure @ Thus, intermediate sensor nodes (Node4(N4), Nodeg(Ng)) can ver-
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ify the report by verifying the MACs associated with the report.

Report (R)=Data, MAC14, MAC24, MAC34, MAC 19, MAC 29, MAC 39

-

Figure 1.3: Example for En-Route data authentication and filtering in WSN’s

But as discussed earlier, we cannot predict the data forwarding path for any report.
Thus, to ensure En-Route filtering in the whole network, secret keys are to be assigned
in the whole network. Specifically, for a network of n sensor nodes, each sensor node
should store n — 1 shared secret keys. Further, each report has to carry (n — 1) * (m)
MAC:s, where m is the number of sensor nodes in each cell. Thus, the storage overhead
and communication overhead with this naive En-Route filtering method is very high.
So, the main aim of this research work is to reduce this storage and communication

overhead associated with En-Route filtering of false reports in WSNs.

1.3 Motivation

WSNs comprise of a large number of sensor nodes which are very limited in compu-
tational and memory resources. The major use of these sensor nodes is to sense the
environment where they are deployed, it could be temperature, humidity, pressure, fire,
or movement, etc.. Because of these sensing capabilities sensor nodes are deployed in
hostile environments like military monitoring, industrial sensing, environmental moni-
toring etc. for sensing and tracking purposes.

When a WSN is deployed, the sensor nodes sense the environment and send this
data to sink (data collection node). The radio capabilities of each sensing node are very

limited, so the sensed data is to be forwarded through intermediate nodes to reach the
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sink. Sensing nodes deployed in hostile and unattended environments can be easily
compromised, which can hamper the overall security of the network. These compro-
mised nodes can be used to inject false or bogus reports in the network, which will
unnecessarily increase the network traffic and can also cause the sink to take wrong
decisions or raise false alarms. These compromised nodes can also be used to launch
various DoS attacks, which can jeopardize the normal working of the network. There-
fore, it is very important to drop the false reports from the network as soon as possible
to limit the effect of an attack on the network. To drop the false reports as soon as
possible many En-Route filtering techniques have been proposed. But because of use
of En-Route filtering, adversaries can also launch DoS attacks against legitimate data
using selective forwarding and report disruption attacks.

So need of the hour is to design filtering schemes to filter the false reports and re-
duce the effect of false reports on WSNs. But because of the existence of many attack
vectors and because of inherited constraints of sensor nodes, it becomes very difficult
to design schemes which can ensure confidentiality, authenticity and availability in the

network.

1.4 Objectives

Though the contemporary techniques proposed in the field of En-Route filtering have
evolved with the time, still the majority of them are prone to selective forwarding and
report disruption attacks. In recent times, some asymmetric techniques have also been
proposed which do not require any pre-shared keys in the network and which provides
high detection rate and good resiliency against compromised nodes. But still, the imple-
mentation of asymmetric techniques is questionable on WSNs where sensor nodes have
limited computation power. Majority of symmetric techniques require the exchange of
keys which results in high communication overhead. The main goal of this research
work is to invent the features to cope with different limitations of existing En-Route
filtering techniques. This research work mainly focuses on proposing new key pre-
distribution schemes and then to extend the proposed key pre-distribution schemes to
propose new En-Route filtering schemes.

The first objective of this work is to develop new key pre-distribution schemes for
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WSNs. Key pre-distribution can be done in many ways, easiest of all is to assign a
single secret key to all the sensor nodes. But, the security of the whole network can
be compromised instantly if the adversary can capture this secret key. A more practical
approach for key pre-distribution is the assignment of unique pair-wise keys to each
link between sensor nodes in the network. The resiliency of such setup is very high, as
any compromised pair-wise key does not affect the remaining network. But, pair-wise
keys based setup has huge key storage overhead, as each sensor node needs to maintain
shared secret keys with all the other sensor nodes in the network. Combinatorial design
(Anderson||1990) based key pre-distribution is like a middle ground, where we compro-
mise resiliency of the network for saving storage overhead. Such design includes the
assignment of a set of keys to all the sensor nodes in such a way that any given pair
of key-sets have some shared keys. Thus in this work, our focus is to propose a novel
combinatorial design based key pre-distribution schemes.

The second objective of this work is to extend the proposed key pre-distribution
schemes to propose novel En-Route filtering schemes. Existing En-Route filtering
schemes have no tolerance for selective forwarding attacks or report disruption attacks.
Further, existing literature is not able to find a practical deterministic approach for En-
Route filtering, thus filtering efficiency of existing schemes is poor and associated key
storage overhead is high. Hence, the main aim of this work is to propose determin-
istic En-Route filtering methods which do not require sending reports through a fixed
pre-defined path. Deterministic nature of the proposed methods ensure excellent fil-
tering efficiency and use of combinatorial design based keys promise low associated
key storage overhead. Further, this work focuses on proposing new data authentica-
tion/verification methods to ensure high resiliency against report disruption attacks and
selective forwarding attacks.

To summarize, the primary objectives of this research work are as follows :-

1. To develop new efficient key pre-distribution schemes for WSNs.

2. To develop new symmetric cryptographic En-Route filtering methods which are

more resilient to selective forwarding and report disruption attacks.
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3. To develop new methods and techniques to decrease the communication overhead

and key storage overhead in the En-Route filtering.

1.5 Contributions

This section includes the contributions of the research work done in the direction to find
new solutions for existing problems in En-Route filtering of false data in WSNs. Major
contributions of the research work are as follows :-

An extensive survey of existing En-Route filtering schemes has been done. The
main aim of this survey (Kumar and Pais|[2017) was to describe the major En-Route fil-
tering techniques, to analyze these techniques on various parameters including security
and to outline main unresolved research challenges in En-Route filtering of false data
in WSNs.

In the direction to device a new key pre-distribution scheme, Combinatorial Design
is adopted for this research work. Combinatorial design based key pre-distribution in-
cludes assignment of a set of keys to all the sensor nodes in such a way that, any given
pair of key-sets has some shared keys. This way of the key assignment is an ideal bal-
ance between key storage overhead and resiliency against compromised sensor nodes
in the network. For proposing a new scheme, a new combinatorial design is adopted to
create key-sets and these key-sets are assigned to sensor nodes in such a way that the
proposed scheme (CD-KPD) (Kumar and Pais 2018c) provides better resiliency than
existing schemes. Further, a new shared key discovery algorithm is also proposed to
secure the shared key discovery in the network.

To reduce key storage overhead in the previously proposed scheme (CD-KPD), two
new modified schemes are proposed. In the first modified scheme (CD-RKPD) (Kumar
and Pais|[2018c)), inter-cell communication for each cell is limited within its Lee sphere
(Blackburn et al. 2008)) region. So, now each cluster head requires less number of keys
because of limited communication in the network. But, this affects the connectivity of
the overall network. In the second modified scheme (CD-PKPD) (Kumar et al.|2019),
key pre-distribution is limited to the partial network. In the proposed scheme, each cell

has three cluster heads and key assignment between all the cluster heads was limited to
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exactly 3/4'" of the total cluster heads. As the total number of cluster heads to whom
each cluster head can communicate decreases, the number of keys stored by each clus-
ter head decreases. But for keys assignment, the selection of 3/4'" of total cluster heads
for each cluster head was done in such a way that the network still maintained proper
connectivity and very good resiliency against compromised nodes in the network.

A new hybrid scheme (CD-HKPD) (Kumar and Pais| 2018d) is proposed which
uses both pair-wise keys and combinatorial design based keys to take advantages of
both the worlds (pair-wise keys and combinatorial design based keys). In the proposed
scheme, combinatorial design based keys are used to secure intra-cell communication,
which helped to maintain low key storage overhead in the network. For inter-cell com-
munication, each cell maintained multiple associations with all the other cells within
the communication range, and these associations are secured with pair-wise keys. This
helped to ensure high resiliency against compromised sensor nodes in the network while
maintaining very low key storage overhead.

For the second part of the research, previously proposed scheme (CD-KPD) is ex-
tended to propose a new En-Route filtering scheme (CD-EFS) (Kumar and Pais|2018bj
Kumar and Pais|2018a). For the same, a novel beam model is proposed to identify the
upstream and downstream region of each cell to reduce the key storage overhead in the
network. Finally, a novel report endorsement and verification technique is also proposed
for robust data authentication and availability in the network. Continuing the second
part of our research, CD-PKPD is extended to propose a partial key pre-distribution
based En-Route filtering scheme (CD-PEFS). Further, as the key assignment in CD-
PKPD was limited to only 3/4"" of the network, suitable changes were made in the

report endorsement and verification technique.

1.6 Thesis Organization

The remaining thesis is organized as follows: Chapter 2] provides the literature review
of existing En-Route filtering schemes where we mention the advantages and disad-
vantages associated with all the discussed schemes. Additionally, this chapter provides

unresolved problems in existing En-Route filtering schemes and various research direc-
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tions to solve the same.

Chapter 3] presents three novel key pre-distribution schemes based on combinatorial
design. Initially, we propose a combinatorial design based key pre-distribution scheme
(CD-KPD). We then modify CD-KPD to propose a combinatorial design based reduced
key pre-distribution scheme (CD-RKPD) and a combinatorial design based partial key
pre-distribution scheme (CD-PKPD) to reduce the key storage overhead in the network.
Chapter [ presents a novel hybrid key pre-distribution scheme based on Combinatorial
design keys and Pair-wise keys.

Chapter [5] presents a novel deterministic combinatorial design based En-Route fil-
tering scheme (CD-EFS) by extending CD-KPD. In Chapter [6| CD-PKPD is extended
to propose a partial key pre-distribution based En-Route filtering scheme (CD-PEFS).

Chapter |/| summarizes the contribution of this thesis and discusses future research

directions.
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CHAPTER 2

Literature Review

A substantial amount of work has been done to propose techniques and architectures
to provide data authentication, including identification and removal of false data from
the network. This chapter summarizes the literature survey for En-Route filtering and
key pre-distribution techniques. This chapter can be broadly divided into two subparts.
In the first part of the chapter, we provide a literature survey for En-Route filtering
techniques. We also mention the advantages and disadvantages associated with all the
discussed techniques. Further, we provide basic and security analysis of all the dis-
cussed techniques. Finally, we provide a critical and in-depth analysis of unresolved
research challenges in data authentication in WSNss.

In the second part of the chapter we discuss various key pre-distribution schemes.
Specifically, we discuss key pre-distribution schemes based on combinatorial design
and key pre-distribution schemes which uses deployment knowledge. Due to the scope
of the proposed schemes in the next few chapters, the survey of key pre-distribution is

limited to these two methods only.

2.1 En-Route filtering techniques

All En-Route filtering based techniques can be classified in two ways (refer Figure
[2.1), based on Cryptography and based on the probability of filtering. Classification

based on Cryptography mainly has two sub-divisions, Symmetric Cryptography based
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En-Route filtering techniques and Asymmetric Cryptography based En-Route filteri