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ABSTRACT OF THE THESIS

The Internet with its high-speed development is making human jobs more easy and less time-
consuming. This has enabled us its usage in all the fields, right from school-going kids to
professionals working for Multinational Companies. One can not even imagine a day without
the Internet. When this has become the scenario today, personnel from all the fields are trying
to make the best out of it and medical health people are also a part of this. The traditional
methods of waiting in queues for medical consultancy has been transformed to online consul-
tancy. A patient sitting at one part of world can consult a physician at the other end using the
Internet. Medical institutes, researchers in the field are able to work with the required data
by obtaining them from the medical servers, where the required information is stored. These
topics constitute the connected health care. This is a model for health care that uses technology
to provide medical assistance remotely. Telecare Medicine Information System (TMIS) is one
such system that supports health care delivery services. The information is stored in a server
and since the Internet is open to all, preserving patient’s identity and information is a very im-
portant and challenging task. In other words, authentication is most important. In past, this was
easy. Two persons would identify each other by visual appearance. But at present, one cannot
’see’ the other in reality. In such case, authentication becomes very complex, specially when
the message to be transmitted is confidential. To fulfill this, many authentication schemes using
smart cards were and are being proposed. However, many schemes are insecure or they have
low efficiency. So, proposing an ideal scheme, which is robust and efficient is the main aim of

this research.

Keywords: TMIS, User authentication, Smart card, Chaotic map, Hash function, Biometrics,

Session key, BAN logic.
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CHAPTER 1

INTRODUCTION

The evolution and swift progress in the Internet technology has left no stone un-
turned. With its high-speed development, the Internet has become a non-separable part
of human life. That is to say, it seems very obvious to use the Internet anywhere and
everywhere in all the fields. To cite a few, Internet-of-Things, virtual reality, robotics,
revolving buildings, artificial intelligence, blockchain technology etc., have benefited
the society in one way or the other. Gradually, jobs changed to online jobs, traditional
banking changed to e-banking, currency got converted into crypto-currency and many
more. So, digitization of user information is becoming more common these days and
medical field is no exception to this. Technology has provided medical field with incred-
ible products/procedures in the form of stethoscopes, X-ray machines, heart monitors,
wireless brain sensors, robotic surgery, food scanners, cancer nanotherapy and many
more. As a result, the concept of e-medicine is introduced and is gaining popularity
with each passing day.

In medical organizations, medical personnel have to quickly understand the com-
plete information of patients in order to make instant and accurate diagnoses as well
to provide appropriate treatment. An important part of treatment is a patient’s med-
ical record. For this, the record must contain complete as well as accurate personal
information. Hence, the traditional method of patient-based medical records came into
existence. A patient medical record contains a large amount of information in different
types of documents, which vary depending on the type of services provided (Takeda
et al., 2000). The purpose of medical records is to provide continuity of care (Chen et

al., 2012b). But then, the traditional methods have various drawbacks like disorganiza-



tion, low data mobility, illegibility, space requirement, conservation difficulty and low
transferability (Safran and Goldberg, 2000; Uslu and Stausberg, |2008; ivan Ginneken,
2002). To overcome these drawbacks, traditional paper-based medical records have
been transformed to Electronic Patient Record (EPR). The advantages of this approach
are accessibility, low cost, easy reporting, readability and diagnostic support (Lovis
et al., |1998). Due to these reasons, this concept is gaining much popularity, specially

Telecare Medicine Information System (TMIS) and Electronic Patient Record (EPR).

TMIS provides flexible and convenient e-health care. It provides certain healthcare
services, which is definitely a feasible solution to the raising demand in medical and
health care sector. Most of the medical institutes are developing medical information
systems to facilitate connected health care services which provide an opportunity to
improve financial and clinical performance (Mishra et al., 2014). It is of increasing
importance to everyone as personal health care information becomes easier to access
through modern electronic communication systems (Huston, 2001). Equally important
is the integrated EPR system. EPR means electronic collection of clinical narrative
and diagnostic reports specific to an individual patient that allow medical practitioners
to practise in a paperless manner (Safran and Goldberg, 2000). In order to support

patients and doctors, the integrated EPR systems are widely used.

Monitoring patient’s health data and providing accurate information to medical in-
stitutions, analysis and maintenance of patient’s health is mostly covered in EPR in-
formation system. These systems are more than just repositories for patient data; they
combine data, knowledge and software tools, which help patients to become active par-
ticipants in their own care (Tang et al., 2006). Doctors use this information (ex. ECG,
EEG, treatment record of the diseases, etc.) to diagnose and treat disease (Nikooghadam
and Zakerolhosseini, |2012)). For medical personnel to quickly understand the complete
information of patients to make instant and accurate diagnoses as well as to provide
appropriate treatment, the record needs to be available in time. In such cases, TMIS

comes handy.

A scenario of TMIS is shown in Fig There is a patient residing at some place.

Suppose that patient needs to get the updates about his current health condition but the
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required doctor is at some far-off place. Also, there is a remote medical server, which
contains the data of the patient, using which the doctor can give the necessary updates.
For mutual communication, the patient can either use WiFi or LAN or mobile device.
These systems work by registration of patients as well as practitioners in the begin-
ning. After registration, users will login to the system. After successful authentication

from both sides, they can communicate with each other and get the required updates or

information.
= —
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Figure 1.1 A scenario of TMIS

In these systems, records are shared through enterprise-wide, network-connected in-
formation system or other information networks and exchanges (Othman et al., 2014).

During these data exchange, a lot of private and sometimes, highly confidential infor-

mation will be transmitted over public channels and are exposed to insecure public
networks. Since the Internet is open to all, it is vulnerable to various security attacks.

Patients and physicians fear that medical records may not be secure because these sys-



tems are web-based (Anderson, 2007)). Due to this, there is great risk for loss of privacy
and this has to be controlled. The privacy of patients has to be maintained. It is the
right of individuals to determine for themselves when, how and to what extent per-
sonal information is communicated to others (Arora et al., 2014). For e.g., in the US,
federal regulations enacted under the Health Insurance Portability and Accountability
Act (HIPAA) require members of the healthcare industry who use electronic informa-
tion systems to protect the privacy of medical information (Breaux and Anton, 2008)).
Hence, only authorized users should be able to access data from the medical server.
This can be achieved when the users on both the sides can confirm their identities to
each other. In other words, user authentication has to be ensured before transmitting

sensitive data.

1.1 User Authentication

To use services from a remote server, one must have proper access rights. Security plays
a very important role. Here, security refers to authentication, integrity of data (informa-
tion is unaltered), confidentiality (information in network remains private), access con-
trol (only authorized users can communicate) and non-repudiation (originator/receiver
of the message cannot deny that he/she sent/received the message). These goals can
be achieved with different security types such as firewall, intrusion detection system,
cryptography, antivirus software etc.. This is important to ensure the safety of data or
information stored in the server.

User authentication is the central component of any security infrastructure. Authen-
tication is a process of positively verifying the identity of a user, device, or other entity
in a computer system, as a prerequisite to allowing access to resources in the system
(Stocksdalel [1998). Authentication guarantees that the systems resources are not ob-
tained fraudulently by unauthorized users (Wu et al., 2012b). Other security measures
depend on verification of the identity of the sender and the receiver of the informa-
tion. Authorization grants privileges depending on identity. Audit trails would provide
accountability only after successful authentication. Confidentiality and integrity are
broken if it is not possible to reliably differentiate an authorized entity from an unau-
thorized entity (Council et al., [1990).

From a long time, user authentication was quite simple. One person, Alice, would
meet another person Bob; they would recognize each other by seeing each other. If Al-

ice could not recognize Bob, he could explain that he was a friend or a business partner
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and Alice could decide whether or not to believe him. But if Alice and Bob were spies,
they would use other methods for mutual authentication like piecing together parts of a
ripped page, exchanging pre-arranged nonsense statements etc. (Kahn, 1996). In mod-
ern era, authentication is different. With computers, one cannot ’see’ the entity (who can
be a friend, machine or an attacker) on the remote end of the network. The World Wide
Web complicates the matter since attackers can access data without physical presence.
With the rapid development in the Internet technology, all human activities are in-
fluenced by it, but at the same time, malicious attackers are engrossed in challenging the
security of these networks by retrieving the sensitive data or manipulating it by eaves-
dropping or hacking or any other means. The most recent development to support this
statement is the Twitter hacks that took place on 20/07/15. The most powerful Twitter
accounts including those of Obama, Elon Musk, Bill Gates etc. saying any Bitcoin sent
to the mentioned link would be doubled and sent back to the user; and that this offer
would be valid only for 30 minutes. As a result, around 100,000$ were received by a
Bitcoin wallet via 300 transactions approximately. Due to this, certain functions were
disabled and password reset requests were denied for some time. This incident was also
termed as the worst hack of a popular social media platform till date. At this point, pro-
viding security is literally challenging and for this reason, authentication becomes very
important. So different entities like passwords, tokens, smart cards etc. are routinely
used in our interactions over computer networks. For this, strict protocols or mech-
anisms should be implemented, wherein only a legal user can access the information
from a remote server. At the same time, user too should get assurance about the server

from which it is accessing information.

1.1.1 Authentication Methods

To provide authentication, different types of authentication services have been devel-

oped. The common ones are explained below:

1.1.1.1 Password authentication

Password is a string of characters that allows access to a system. This belongs to "what
the user know" type and is often called one-factor authentication. This is widely used
and popular because of its simplicity. Also, it is one of the most common control
mechanisms for authenticating users of computerized information systems (Morris and
Thompson, [1979). In this, each user has his own identity, /D and a password, PW.
With the knowledge of the password, the remote user can use it to create and send

a valid login message to the server for gaining the access right. On the other hand,
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authentication server also uses the shared password to check the validity of the login
message for authenticating the remote user (Hsu, 2004). Passwords are user-friendly
but the use of passwords is a major point of vulnerability in computer security, as they
are often easy to guess by automated programs running dictionary attacks (Pinkas and!
Sander, [2002). In other words, low entropy passwords can be easily guessed. Usage
of same password for multiple accounts can help an attacker to obtain information etc.
(Furnell, 2005). An easy-to-remember password can often be guessed by an attacker

whereas a long or changing password is difficult to guess.

1.1.1.2 Smart card authentication

This falls under "what the user has" category and is often termed as two-factor authen-
tication. A smart card is a chip-based identification card that has an integrated circuit
embedded in it, which has components for transmitting, storing and processing data. It
contains a tamper-resistant security system and provides security services. The data can
be transmitted using either contacts or electromagnetic fields, without any contacts. The
card contains some of the information related to user using which he can get access to
services from the medical server after authentication. The stored data can be protected
against unauthorized access and manipulation (Rankl and Effing, 2004). These will
be managed by administration system, which exchanges information and configuration
settings securely with the card. In this authentication, user initially registers himself
and after that, a smart card will be issued to the user using which along with ID and
PW, he/she can access services from the required server. This falls under "what the user
has" category and is known as two-factor authentication (when used with password).
These are widely used due to their four main characteristics namely portability, secu-
rity, open platform and memory management (Mohammed et al., 2004). They support
a high-level application programming language. In addition to this, a single smart card

can perform multiple tasks and act like a container for a number of digital credentials.

1.1.1.3 Biometric authentication

Biometric technologies are automated methods of verifying or recognizing the identity
of a living person based on a physiological behavioral characteristic (Wayman et al.,
20035)). This system relies on the unique biological characteristics like iris, fingerprints,
face, hand geometry, keystroke dynamics etc. of the user for authentication, thereby
ensuring secure access to the system. This belongs to "what the user is" category and is
termed as three-factor authentication (when used with smart card and password). These

have multiple advantages like none can steal it, it is not possible to manipulate or forget
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them etc.. Used alone, or combined with smart cards biometrics promise to provide

better security to any and every application.

1.2 Security Attacks and Goals for Authentication

A typical scheme has 4 phases, viz. registration, login, authentication and password
change phases. In registration, user sends his credentials to the remote server. Certain
computations are carried out on the server side and a smart card is generated. This smart
card, containing values (related to user and server), is sent to the user. This completes
the registration of the user. This smart card is used in the login phase whenever user
needs to access services from the server. He inserts the smart card in the terminal
and enters his identity and password. Once the verification of user is complete, the
login request is sent to the server. Upon receiving this request, the server verifies the
authenticity of that message. Some more computations are done and a session key
is generated by the server. After this, an authentication request is sent to the user.
This message is used by the user and the session key is verified. This completes the
authentication phase. This session key is used to further communicate with the server.
Whenever user needs to alter his password, he logins and after authentication, a new
password is entered. This completes the password change phase.

Authentication schemes have been proposed from 1981 but right from there, most
of the schemes have some kinda security weaknesses in them. Such weaknesses were
pointed out and improved schemes were proposed. Tsai et al.| (2006) defined the set of
different attacks an authentication scheme should resist as well the goals they should
satisfy. Additionally, a new set of design goals (including security requirements and
attributes) have been proposed by Madhusudhan and Mittal (2012) to evaluate any au-
thentication scheme. Till date, this set is most explicit, comprehensive and systematic

set of criteria for evaluation of authentication schemes. These are explained below:

SA1 Denial-of-Service Attack : An attacker tries to disrupt the normal function and
prevents other users from accessing the services by sending copies of fake re-

quests thereby, making the server unable to reply to a request of a legit user.

SA2 Impersonation Attack: An attacker tries to alter the intercepted communications

to pretend as the legal user to login the system.

SA3 Insider Attack : The insider of the server can perform an offline guessing attack

to obtain a legal users’ password.



SA4 Parallel Session Attack: An attacker can impersonate a legal user by creating a
valid login message from the eavesdropped communication between that user and

the server, without any information of users’ password.

SAS Password Guessing Attack: An attacker intercepts the authentication messages
and stores them locally. Then tries to use a guessed password to check the cor-

rectness of the guesses using authentication messages.

SA6 Replay Attack: An attacker can pretend to be the legal user to login the system
by intercepting the previous communications. That is, he sends the same login

message again to login the system.

SA7 Smart Card Loss Attack: When the smart card is lost or stolen, an attacker can
easily change password or can guess it using the password guessing method, or

can impersonate the user to login the system.

SA8 Stolen-verifier Attack: The attacker can steal the hashed passwords from the

server to impersonate the legal user.

SA9 Reflection Attack: This is a method of attacking a challenge-response authentica-
tion system that uses the same protocol in both the directions. That is, the attacker

tricks the user into providing the answer to its own challenge.

An ideal authentication scheme should overcome all the above mentioned security at-

tacks. Equally, the scheme should also achieve the following goals for it to be ideal.

G1 User Anonymity and Untraceability: An adversary should neither identify the
users’ identity from the authentication sessions, nor link the authentication ses-

sions in which the same user is.

G2 Mutual Authentication: Server should authenticate the user as well the user should

authenticate the server.

G3 Session Key Agreement: A session key should be established during the authen-
tication process. After successful authentication, both parties will communicate

using this session key, to provide confidentiality and secrecy of transmitted data.

G4 Forward Secrecy: This means that even if the servers’ secret key is compromised
by an attacker or he gets the previous session keys, he should not be able to derive

the new session key.



G5 No Verification Table: The remote system should not keep a record of verification

tables such as clear-text passwords or hashed passwords that are used to authen-

ticate users.

G6 No Delay in Wrong Password Detection: If the user inputs wrong password dur-

G7

G8

G9

G10

Gl1

GI12

ing login phase, then the login phase has to be terminated at the smart card’s side

without further delay.

Smart Card Revocation: In case of lost cards, there should be provision in the
system for invalidating the further use of the lost smart card and obtaining a new

smart card.

Freely Chosen Password by the User: If the password is chosen by the server,
user is left with no choice to choose a password which is not relevant in real-life
applications. Secondly, password chosen by the server may be long and random
making it difficult for the user to memorize. Also, it is more likely that the user
forgets the password in case he does not use the system more frequently. So users

must have the provision to choose their password.

Single Registration: The user has to register only once with the server to obtain
a valid secret parameters. Later, the user can use these details as authentication

information to access services from the medical server.

Key Freshness: Neither party can predetermine the shared session key being es-
tablished.

Computation Efficiency : The authentication protocol should have low computa-

tional and communication cost.

User Friendliness: Not only the user should choose his password but also be able

to update the password whenever required.

1.2.1 Security Issues in TMIS

The healthcare data contains personal information of patients, which needs to be pro-

tected in order to keep the system secure. Health information privacy is an individual’s

right to control the acquisition, uses or disclosures of his or her identifiable health data.

Confidentiality, which is closely related, refers to the obligations of those who receive

information to respect the privacy interests of those to whom the data relate. Security

refers to physical, technological, or administrative safeguards or tools used to protect
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identifiable health data from unwarranted access or disclosure (Cohn, 2006)). The sys-
tem needs to efficiently support several security issues such as access, disclosure, mod-
ification, disruption, impersonation, and recording and replaying which are discussed
below (Wazid et al., 2016):

1. Access: Legal users of the system are patients, doctors, nursing staff, researchers
and pharmacists (each with his or her own access rights). Only these people can
access the health data stored at the medical server. An attacker of the system
always seeks to access the server illegally so that he can steal data and misuse it
to achieve his malicious objective. Sometimes, they may sell the stolen patient’s
information to third parties which results in the patients receiving unwanted at-

tention, related to their illness.

2. Disclosure: The confidentiality of the health data stored at the medical server is a
major security issue. If the patient’s medical record confidentiality is breached, it
can have serious ramifications on the life of the patient. Private health information

that is disclosed socially can cause harm to patient’s reputation and personal life.

3. Modification: An attacker can modify the health data of patients. For example,
the modified data of the patient cannot be used anymore if the patient has a high
level of blood glucose value which has been modified intentionally to a low level
by the attacker having unauthorized access to the data. This type of modification
affects the patients as the doctor can recommend the medicine based on the low

level of blood pressure.

4. Medical Server Disruption: An attacker can try to disrupt the services of the
system by repeatedly sending bogus request messages to overload the medical
server to such an extent that the server becomes too busy to reply to requests
from legal users who are denied access to the system’s services. A malicious user
can shut off or alter the settings in the server without the knowledge of patient or
doctor.

5. Impersonation: An attacker who tries to impersonate the legitimate user of the
system can collect the health data and misguide the other users. Suppose a patient
suffers from some disease and is admitted to a hospital, then the nursing staff
consults the doctor regarding the medicine that should be given to the patient. If
an attacker impersonates the actual doctor, he/she can misguide the nursing staff

by giving the wrong prescription.
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6. Recording and Replaying: An attacker can intercept and record the exchanged
messages, and later replay them back to fool and mislead the legal users of the
system. By reusing the recorded information, the attacker can later prove his
identity and authenticity to the other party in order to get information such as
the session key that may allow him to communicate with the legal users of the

system.

In all the above cases, the results can be unexpectedly disastrous. So it has to be seen
that data has to be passed safely. This transmitted and stored data should be kept con-
fidential. Preserving user anonymity is very much necessary, specially in medical field.
Also, the user should be assured that he/she is communicating with the right doctor on
the other side. Equally, data inside the server has to be taken care of to avoid its manipu-
lation. Hence, to ensure legality of patients and protect medical servers/resources from
being damaged or accessed by unauthorized or illegal users, remote user authentication
plays a crucial role in TMIS (Das| 2015).

As mentioned earlier, authentication is nothing but a method for verifying the iden-
tities of remote users in TMIS before they can access a service. For this, only password
authentication is not suitable. Usage of smart cards combined with passwords can only
provide two-factor authentication. With biometrics, the problem arises when a reg-
istered patient won’t be able to login the server due to unavoidable conditions (like
differently abled persons or those who have had serious accidents). Considering these
aspects in health care systems, it can be observed that the best option in is a combina-
tion of all. That is, providing three-factor authentication using passwords, smart cards

and biometrics can make a sensible statement.

1.3 Threat Model

An adversary is a malicious entity who prevents the users in a network from achieving
privacy, integrity and availability of data. When an adversary gets access to any system
in a network, it poses a threat to the legitimate users of that system. Hence, while
analyzing authentication schemes, it is necessary to keep in mind the ways in which an
adversary can enter a network and make the system insecure. In our study, we consider
the most recognized and utilized Dolev and Yao (1983) adversary model, where the
adversary can stand between user and server. This means the adversary has total control
over the communication channel, which connects the remote user and medical server.
As aresult, he can intercept, insert, delete or modify any message transmitted over that

channel. Also, we assume that an adversary can extract the information stored in a
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user’s smart card by analyzing the power consumption of the smart card (Kocher et al.,
1999; Messerges et al., 2002). This is not an unrealistic assumption since it is very
much possible for an adversary to obtain a lost smart card. These play an important role

in cryptanalysis and will be used throughout this report.

1.4 Burrows-Abadi-Needham (BAN) logic

BAN logic is a model used to formally verify an authentication scheme. In this model,
various postulates and assumptions are used. Using these postulates, it is possible to
prove that both the participants (user and server) believe each other on the freshness
and authenticity of the session key generated during a session. During every session,
a session key is generated and using this key, both the parties communicate with each
other. In other words, this key is used for encrypting the messages transmitted after
mutual authentication. So, assuring the safety of a session key plays a major role in
providing secure communication between user and server. This safety of session key is
assured using BAN logic and the same is used throughout this study for proof.

For verification, the following notations and constructs as given by Burrows et al.
(1989) are used:

1. P believes X (P

= X)) : Principal P acts as though X is true.

2. Psees X (P<X) : Someone has sent a message containing X to P, who can read

and repeat X.

3. Psaid X (P |~ X) : Principal P at some time sent a message including the state-

ment X.

4. P controls X (P |= X) : P has jurisdiction over X meaning P is an authority on
X and should be trusted on this matter.

5. fresh(X) (#(X)) : Formula X is fresh meaning that X has not been sent in a
message at any time before the current run of the protocol. This is usually true

for nonces.

6. P& Q : P and Q may use the shared key K to communicate. The key K will never
be discovered by any principal except P or Q, or a principal trusted by either P or

0.

7. ]£> P : P has K as a public key. The matching secret key K—! will never be

discovered by any principal except P or a principal trusted by P.
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X
8. P= Q: Formula X is a secret known only to P and Q, and possibly to principals

trusted by them. Only P and Q may use X to prove their identities.
9. {X}k : Formula X is encrypted under the key K.

10. (X)y : Formula X is combined with the formula Y, it is intended that ¥ be a secret

and that its presence proves the identity of whoever utters (X)y.

The protocol analysis along with the above constructs uses the following logical postu-

lates in proving the identity of the parties involved.

1. The message-meaning rule concerns the interpretation of messages. They all ex-
plain how to derive beliefs about the origin of messages.
For shared keys,
P believes P & Q, P sees {X}kx
P believes Q said X

For public keys,
P believes P & Q, P sees {X}g
P believes Q said X

For shared secrets,

X
P believes P = Q, P sees (X)y
P believes Q said X

2. The nonce-verification rule expresses the check that a message is recent and

hence, the sender still believes in it.

P believes #(X), P believes Q said X
P believes Q believes X

3. The jurisdiction rule states that if P believes that Q has jurisdiction over X, then
P trusts Q on the truth of X.

P believes Q controls X, P believes Q believes X
P believes X

4. The freshness rule indicates that if one part of formula is fresh, then the entire

formula is fresh.
P believes #(X)

P believes #(X,Y)

5. If a principal sees a formula, then he also sees its components, provided he knows

the necessary keys.
P sees (X,Y)
P sees X
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P believes (X)y
P sees X

P believes P & Q, P sees (X)k
P sees X

P believes |£> P, P sees (X)k

P believes sees X

P believes |£> P, P sees (X)g1
P believes sees X

1.5 Research Objectives

1.5.1 Research Gaps

We have studied a good number of authentication schemes proposed for TMIS. Ob-
servation of existing authentication schemes point out many security weaknesses like
they are vulnerable to different attacks including password guessing, replay attacks,
impersonation attack, insider attack, denial-of-service attack etc.. Out of these attacks,
most of the schemes fail to provide user anonymity and are vulnerable to imperson-
ation attacks implying they lack in providing security. On the other hand, others require
high computations. Hence, they are not suitable for practical implementation. So, the
schemes need to be more efficient for practical implementation. Hence, there is a need
to propose light weight, robust and practically applicable authentication scheme for
TMIS.

1.5.2 Objectives

1. To propose an efficient, enhanced or new authentication scheme for Telecare

Medicine Information System.

2. Cryptanalyze the proposed scheme to verify that it overcomes all the mentioned

attacks.
3. Verify the correctness of the proposed scheme.

4. Compute efficiency of proposed scheme and compare the obtained results with

the existing schemes to demonstrate the practical applicability.
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1.5.3 Contributions of the thesis

Main contributions of this work are stated below. Many authentication schemes TMIS

are studied and analyzed.
1. Studied the evolution of authentication from static to dynamic identity schemes.

2. Conducted a survey on choice of user password of certain websites and password

retrieval methods. Various guidelines for password practices are given.

3. Cryptanalyzed Li et al.’s scheme (chaotic-map based) and identified weaknesses.
These have been addressed in the proposed scheme. Security proof using BAN
logic is also provided which ensures the safety of session key. Performance com-

parison is tabulated.

4. Hash functions based authentication scheme proposed by Chen et al. is studied
and various flaws have been detected. The proposed scheme provides security
against these flaws as can be seen from the security analysis. Computational cost

comparison is presented to verify the robustness of the proposed scheme.

5. A three factor authentication scheme is proposed in order to rectify the limitations
that are found in Jung et al.’s scheme. Security analysis is discussed to highlight
the security provided in the proposed scheme. To support this, overall comparison

is also presented,

6. Han et al.’s biometric-based scheme is thoroughly analyzed and the security at-
tacks identified are discussed. To overcome these analysis, a new biometric-based
scheme is designed. Security proof using BAN logic is explained. Additionally,
the proposed scheme is compared with existing schemes in terms of computations

and performance.

1.6 Organization of the thesis

This thesis is organized as follows. Chapter [I|provides a detailed introduction to TMIS.
The security issues in medical field are explained in detail. Threat model, security
attacks and security goals for user authentication have been described. Also, objectives
of this study have been presented.

Chapter [2)is broadly divided into two parts. The former part explains the evolution
of authentication schemes starting from one-factor authentication. The latter part of

this chapter discusses the password practices and password retrieval methods of certain
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websites. In addition to this, mathematical preliminaries required to understand and
analyze these schemes are briefly explained.

In chapter [3] a chaotic-map based authentication scheme has been cryptanalyzed
and the possible security attacks have been explained. To overcome these issues, an
improved scheme has been proposed. Security analysis of the proposed scheme is dis-
cussed. Also, the performance comparison with existing schemes is demonstrated. A
two-factor scheme proposed by Chen et al. is discussed in chapter ] Starting with
the cryptanalysis, the chapter further continues to explain the security flaws in their
scheme. Also, the proposed scheme has been explained that overcomes the mentioned
flaws. Then, security proof is provided to support the argument. Following this, the
performance comparison is presented which gives the overall picture of computational
cost, estimated execution time and security properties. In chapter [5| two biometrics-
based authentication schemes have been studied. The first one is proposed by Jung et
al. and the other one by Han et al.. This is followed by the details of their security weak-
nesses. These issues have been overcome in the respective proposed schemes which are
explained in depth. Security proof and comparison of the proposed schemes along with
existing schemes have been presented.

Chapter [0] gives a bird’s-eye view of the thesis and presents ideas for future research

directions.
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CHAPTER 2

LITERATURE SURVEY

In this chapter, we shed light on the available literature in the field of authentication.
This chapter is broadly divided into two parts. The first part discusses the evolution
of authentication schemes. Through this, certain flaws were identified in password
authentication. To have a better understanding of this, a survey was conducted which
considered issues like current password practices and security questions used by several
websites. It also throws light on password retrieval methods of those sites. These topics
are discussed in the second part of this chapter. These results have been tabulated
in Madhusudhan and Nayak| (2018). In addition to this, basic definitions of certain
operations used in the authentication schemes are also explained, which are useful in

understanding the computations that follow.

2.1 Authentication schemes in TMIS

To ensure the privacy of patients and to allow authorized access to remote medical
servers, many authentication schemes have been proposed. The registered user who
could be medical academic institutes, from large hospitals or from private clinics and
even an individual patient, can request all the services from the medical server when-
ever required. Once they complete the verification process, they can have access to the
necessary information. During these data exchange, a lot of private and highly confi-
dential information will be transmitted over public channels. Security of data is very
important as doctors use the information like electrocardiogram, magnetic resonance
imaging, treatment record of the disease etc. to diagnose and treat the patient.

Lamport (1981) first introduced the password-based authentication scheme which
was a one factor authentication scheme. But then it was vulnerable to replay attack.
To overcome this, |[Haller (1994) introduced the concept of session key in which only a
single use of password ever crosses the network at any time. Using this concept, vari-
ous authentication schemes were proposed. Tzu et al.| (2002) proposed an OTP based
scheme using smart cards. But, Lee and Chen| (2005) pointed out security gaps in Tzu

et al.|(2002) and improved the scheme. |You and Jung| (2006) recognized weaknesses in
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Lee and Chen| (2005) and proposed an improved scheme. But the traditional schemes,
Lamport (1981); |[Haller| (1994) maintained a password table in the server making the
scheme vulnerable to various password attacks.

Wau et al.| (2012b)) proposed an efficient authentication scheme for TMIS using Dis-
crete Logarithm Problem (DLP) and smart cards. But then, Debiao et al.| (2012)) showed
that Wu et al.’s scheme suffered from impersonation attack and insider attack after
which they proposed an improved scheme. In the same year, Wei et al. (2012) demon-
strated that Debiao et al.’s scheme could not provide two-factor security and proposed
an improved scheme. But then, Zhu (2012) showed that Wei et al.’s scheme could
not resist offline password guessing attack and he proposed RSA-based authentication
scheme for TMIS. In these schemes, the identity of the user was static. With passing
time, dynamic-identity-based authentication schemes were designed.

In 2012, Wu et al. (2012a)) proposed an authentication scheme for the integrated
EMR systems using lightweight hash functions. [Lee et al.| (2013) proved that Wu et
al.’s scheme was not resistant to smart card loss and stolen-verifier attacks; who in
turn gave the improved scheme. But then, |Wen| (2014) pointed out that the scheme in
Lee et al. (2013) could not be protected from off-line password guessing attack and he
improved the same. Various authentication schemes were proposed in 2013 and 2014
(Jiang et al., 2013 |Wu and Xu, 2013} Xie et al., 2013} |(Chaturvedi et al., 2013} |Wen and!
Guo, 2014)).

In 2015, the scheme proposed by |[Zhu| (2012) was analyzed by Arya and Vidwansh
(2015), who showed that validity of the user’s login request message was incorrect in
Zhu’s scheme. So, they proposed a dynamic authentication scheme to rectify that flaw.
But, Kang et al.| (2017) showed that scheme in /Arya and Vidwansh| (2015) has weak-
nesses like no user anonymity and was vulnerable to offline password guessing attack,
user impersonation attack and session key derived attack. So, they proposed an authen-
tication scheme for TMIS. Their scheme was thoroughly cryptanalyzed in (Chen et al.
(2018)). They proved that the scheme in Kang et al. (2017)) was not secure against pass-
word guessing attack, does not verify password and does not preserve user anonymity.
So, they proposed an improved scheme. After cryptanalysis, Madhusudhan and Nayak!
(2018) showed Chen et al.’s scheme had weaknesses viz. user impersonation, password
guessing, server impersonation, no user anonymity. These issues were addressed in
their improved scheme in Madhusudhan and Nayak! (2018)).

The scheme proposed by Wen| (2014)) was studied by Das (2015) who showed that
Wen’s scheme had defects in password change phase and showed it was exposed to
privileged insider attack. Then he improved Wen’s scheme while maintaining the orig-

inal idea of it, stating that his scheme is resistant to known possible attacks. But, Mir
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et al. (20135)) pointed out that the scheme in Das| (20135) could not resist password guess-
ing attack and they improved the scheme. Additionally, L1 et al.|(2015]) proved that Das
(2015) was vulnerable to modification and user duplication attacks. They proposed an
enhanced authentication scheme. But, Jung et al.| (2017) proved that the scheme in L1
et al.| (2015) was unprotected against password guessing attack, does not verify pass-
word and does not preserve user anonymity. So, they proposed an improved scheme.
Li et al.| (2016) proposed an authentication scheme based on chaotic maps for e-
healthcare systems. But, Madhusudhan and Nayak! (2019) proved that the scheme in L1
et al. (2016)) was vulnerable to impersonation attacks and password guessing attack; the
scheme provided no security for user anonymity, session key and smart card revocation
was inconvenient. So, a robust authentication scheme was proposed by them. Other
than this, several two-factor schemes (Liu et al., 2016} |Sutrala et al., 2016} |Chaturvedi
et al., 2017 [Irshad et al., 2017} Xiong et al., 2017; Chang et al., 2017; L1 et al., 2018;;
Qmu et al., 2018) and three-factor and chaotic-map based schemes (Chen et al., 2012;
Yeh et al., 2013} |Khan et al., 2014; Wu et al., |2015; [Lu et al., 2015a; Siddiqui et al.|
20165 Jiang et al., 2018) were proposed for TMIS providing enhanced security.
Awasthi and Srivastava (2013) proposed a biometrics-based authentication scheme
using a nonce for TMIS Mishra et al.|(2014) cryptanalyzed their scheme and mentioned
that it had inefficient password change phase and could not overcome password guess-
ing attack. In addition to this, Tan also studied Awasthi et al.’s scheme and pointed
out that it failed to withstand reflection attack and did not preserve user anonymity.
So, he proposed a scheme overcoming the mentioned flaws (Tan, 2014). But, Arshad
and Nikooghadam (2014)) cryptanalyzed Tans’ scheme and claimed that it did not resist
replay and denial-of-service attacks; they proposed an improved scheme using ECC
for TMIS. However, in 2015, their scheme was analyzed by Lu et al. who revealed
that it was vulnerable to offline password guessing and user impersonation attacks. To
overcome these flaws, they proposed an improved scheme with fewer computations (Lu
et al., [2015b)). But, Han et al.| (2018) reviewed their scheme and claimed that it could
not resist user and server impersonation attacks and could not preserve user anonymity.
Then they proposed a new scheme. Very recently, Madhusudhan and Nayak (2020)
found several weaknesses in Han et al.’s scheme and an improved scheme was pro-

posed.

2.2 Assessment of website authentication mechanisms

To get a clear picture of the security flaws, we made a survey on password practices

including the password type, ways of retrieval of passwords and the restrictions on
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passwords of 26 different websites. Besides the bad practices of users, we found that
there are many websites, which do not restrict the users to choose secure passwords and
do not give guidelines for choosing a strong password. So, a few guidelines for strong

password practices have been given.

2.2.1 Comparison of websites based on password practices

In this, we have done a survey on different websites, which includes different types like
social networking, e-commerce, online banking, mail service, etc. and the results are
shown in Fig We have considered issues like registration of new user and choice
of passwords. We have also made a survey on the password retrieval methods (in case
of forgotten passwords) of various websites and restrictions in choosing the password.
The results are presented in Fig

Name of the Password type User chooses Initial password by
website mandatory ID server
onlinesbi.com Yes Yes No
snapdeal.com No No, Reg email No
bsnl.co.in Yes Yes No
ksrte.in No No, Reg email Yes
way2sms.com No No, Reg phone Yes
corpretail.com Yes Yes Yes, through post
irctc.co.in Yes Yes No
gmail.com Yes Yes No
160by2.com No No, Reg phone Yes
amazon.com No No, Reg email No
kvb.co.in Yes No Yes, through reg mail
ebay.in/com Yes Yes No
jabong.com No No, Reg email No
flipkart.com No No, Reg email No
yahoomail.com Yes Yes No
tradus.com No Yes No
futurebazaar.com No No, Reg email No
healthkart.com No No, Reg email No
stayzilla.com No No No
lensbazaar.com No No, Reg email No
facebook.com Yes Yes No
skype,com No Yes No
karnatakaholidays.net No No, Reg email Yes
apsrtconline.in No Yes Yes
lensbazaar.com No No, Reg email No
dropbox.com No No, Reg email No

Figure 2.1 Survey on password choice of websites

From Fig[2.1] it is evident that most of the banking sites allow user to choose his/her

own username but password is sent in a different manner. Almost all the e-commerce
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websites make use of the registered email as his/her user id and ask to choose a password
in the registration process. But some websites like ticket booking sites are sending
initial password to the registered mail or mobile number and later they allow the user
to change the initial password. Almost all the websites offers SMS service to send
the initial password to the mobile for the sake of verification of mobile number. This
suggests that most of the sites let the user choose the password without imposing much
conditions.

The websites that offer SMS service sends the new password or the old password to
the registered mobile number. When it comes to password retrieval phase, most of the
websites system of password retrieval is through registered email as can be observed
from Fig [2.2] Some popular websites like irctc, Facebook and eBay ask for security
questions during password retrieval phase to authenticate the user.

There are several websites that monitor the password and show status of the pass-
word like weak, medium or strong. At the same time, sites (like e-commerce sites in
our survey) do not restrict the pattern of password. Upon that, even the restriction on
length of passwords is considerably low. The leakage of passwords from three major
websites, LinkedIn, eHarmony and Last.fm focused on the threats of weak password
practices (Identifiable, 2012)). Besides the bad practices of users, we found that there
are many websites, does not give guidelines for choosing a strong password. In addi-
tion to this, a survey revealed that the most common passwords used were password,
123456, 12345678, abc123, qwerty etc. (Doel, [2013). This suggests that users still have
significant lessons to learn regarding effective choice of passwords. In some cases, they
are ignorant about the threats they might have to face while accessing online services
due to weak passwords. Choosing such passwords may be either because users are
aware of the challenges but find it difficult to memorize complicated passwords or they
have zero knowledge about possible danger they are in due to weak passwords. Hence,
it is necessary for security departments to guide users regarding security issues and

password selection.

2.2.2 Security questions used for identifying authentic user

It often happens that user forgets the password due to various reasons. In such situa-
tions, the websites should help the user in retrieval of password and/or provide options
for the user to choose a new password; making sure that only the legal user is provided
with such an option. Usually, this is done through registered email or with the help of

users’ mobile number or by asking the so called security questions. Most of the web-
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Website

Restrictions on choosing
password

Retrieval, if password lost

onlinesbi.com

Mix of alphanumeric symbols, 8-
20 characters required

Using profile password; if profile
password lost, then through post/
branch

yahoomail.com

Mix of alphanumeric, one capital
letter, one small letter compulsory,
8-32 characters

Reset through registered phone

kvb.co.in Mix of alphanumeric, one capital Through registered email
letter, one small letter
bsnl.co.in Minimum 8 characters, must be Through registered email/phone
mix
of alpha numeric characters
ksrtc.in 6 to 15 characters required Through registered email

apsrtconline.in

Mix of alphanumeric symbols,
special characters

Through registered phone

ebay.in/.com

Mix of alphanumeric symbols

Through registered email

corpretail.com

Mix of alpha numeric symbols

Through registered mail/mobile
after answering security questions

irctc.co.in 4 to 10 characters required Through registered email after
asking security questions
gmail.com Minimum 8 characters required Reset through phone/alternate

email

facebook.com

Minimum 6 characters required

Through registered email/phone
as users wish

skype.com Minimum 6 characters required Through registered email
amazon.com Minimum 6 characters required Through registered email
tradus.com Minimum 6 characters required Through registered email
healthkart.com Minimum 6 characters required Through registered email

lenskart.com

Minimum 6 characters required

Through registered email

dropbox.com

Minimum 6 characters required

Through registered email

Karnatakaholidays.net

Minimum 4 characters required

Through registered email

flipkart.com

Minimum 4 characters required

Through registered email

snapdeal.com

Minimum 4 characters required

Through registered email

futurebazaar.com

Minimum 4 characters required

Through registered email

way2sms.com

Minimum 4 characters required

Through registered phone

160by2.com Minimum 4 characters required Through registered phone
lensbazaar.com Minimum 4 characters required Through registered email
jabong.com Minimum 4 characters required Through registered email

Figure 2.2 Survey of password practices and retrieval methods

sites go for security questions. If the user enters the correct answers (initially saved in
the server during registration), it means he/she is the legal user and is eligible to choose
a new password. But, it is not necessary that only the legal user must produce correct
answers. Most of the times, the questions will be in such a manner that a close friend or
spouse can guess the answers correctly with less or zero effort. This raises a question
as to whether such questions can really be called as secure questions! Unfortunately,
the answer is no. The common security questions that eBay, yahoo, etc., use are stated

below:

* What street did you grow up on?
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* What is your mothers maiden name?

* What is the name of your first school?

* What is your fathers birthplace?

* Who is your best childhood friend?

* Who was your childhood hero?

* What is your all-time favorite sports team?
* Where did you first meet your spouse?

* When was your first child born?

* What is the registration number of your first vehicle ?
* What is your pets name ?

* What is your fathers middle name ?

* What is your favorite pastime ?

* Who is your youngest cousin ?

Some websites use these type of security questions in password retrieval phase. Such
questions can be easily answered by family members or friends. Then where comes the
security when people other than the legitimate user can answer the questions accurately?
According to Schechter et al.| (2009), 17% of its participants were able to answer the
’secret questions’ of strangers and also indicated that the most popular questions were
in fact the easiest ones to answer. Hence, the best practice of choosing the question is to
choose them in such a way that the answer should not be related to public information
and should not be known by spouse/close friends etc. Also, the question should be
framed in such a way that there should not be any ambiguity for the user to answer.

By observing the survey results, it is clear that the websites that offer banking ser-
vices take maximum care in matters of password restrictions. Unlike other websites,
Facebook restricts its users from reusing any of their old passwords. Many sites do
advise and prescribe what should be done without really explaining why. Hence, the

user fails to understand the need for a strong password.
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2.2.3 Guidelines for choosing password

It is common tendency that human being always tries to do things in a simple fashion
without giving much work to his brain. This is true in case of choice of passwords
as well. In order to make it more simple and memorable, the user chooses passwords
which are easy for him to remember but can be cracked by an adversary with less effort.
As a result, a number of online problems like password theft, guessing attacks, denial-
of-service attacks, stolen-verifier attacks etc. happen. But unfortunately most of the
users are totally unaware of these attacks. They have least idea that the mentioned
attacks can happen to their accounts as well! As a result, security measures are usually
overlooked. Users are never motivated to behave in a secure manner. So, making users
aware about these matters is of at most importance

The best password practice of choosing passwords is a combination of alphabets,
numbers and special symbols. Only the online banking sites and popular sites are mak-
ing mandatory rules for choosing passwords, while many other sites have no strong
restrictions on the style of the password. A few rules that can be followed by any user

are given below (Gehringer, 2002):
* Should not contain name.
* Should contain one or more numbers.
* Should contain at least 8 characters.
* Must be different from previously used passwords.
* Use of virtual keyboard to enter credentials.
* Regular change of password.
* Different passwords for multiple accounts.
* Change of password in case shared.

Other than this, user can use some techniques that will help him remember a password.
For example, in the phrase “The entire world is termed as a global village recently”, the
first alphabets or last alphabets of every word, “Tewitaagvr” or "eedsdsaleY" can be-
come passwords. To make them complex, the user simply needs to add special charac-
ters or numbers in between the letters. In addition to this, users must be guided properly
in choosing secure password during the registration phase itself, and most importantly,
awareness must be created among them regarding the necessity of such measures. Sys-

tems must spread the word among its users about various online attacks so that users
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can take such matters more seriously. Changing passwords at regular intervals of time
must be made mandatory at least for websites containing confidential data.

Based on these observations, it can be inferred that only password authentication
(one-factor authentication) cannot be relied upon for authentication purposes. To over-
come this, smart cards and biometrics are highly used for authentication. So, a study

has been carried out on the same.

2.3 Mathematical Preliminaries

The basic topics required to understand authentication schemes are briefly explained.

These concepts will be used throughout.

2.3.1 XOR (eXclusive-OR) operation

This is the most commonly used operation to design an authentication scheme. A simple

XOR operation is defined as follows:
I.A®A=0
2. A®00=A
3. A (B®C) = (A® B) ® C (Associative property)

4. (AGB)OB=AD(BOB) =AG0=A

2.3.2 Hash function

A one-way cryptographic hash function, 4 : {0, 1}* — {0, 1}* takes a string g € {0, 1}*
of any arbitrary length as an input and produces a string of fixed length, say n bits,
h(q)e{0, 1}* as output (Stallings, 2006). These functions satisfy the following proper-
ties (Preneel, [1993)):

1. For a given h and x, computation of a(x) is easy.
2. For a given y, it is computationally infeasible to obtain x such that i(x) = y.

3. For a given x and h(x), it is computationally infeasible to find x/ # x such that
h(x!) = h(x).

25



2.3.2.1 Biohashing

This is a process of randomization and binarization in which secure templates are gen-
erated in the form of a set of non-invertible binary strings from the biometrics produced
by the user with the help of user-specific random numbers. The output is a binary string,
commonly known as Biohash (Zhou and Kalker, 2010).

2.3.3 Chaotic maps

These maps produce required confusion and diffusion. It is a map which exhibits some
sort of random behavior. They are unstable dynamical systems with high sensitivity
to initial conditions (Devaney et al., 1993). In other words, a negligible change in the
input makes a huge difference in the resulting output. Properties of chaotic maps like
ergodicity and sensitive dependence on initial conditions and system parameters are
quite advantageous to construct secure communication schemes, where irregularity in
code sequences, sensitive dependence on plain texts and keys are required (Masuda and
Aihara, |2002)). One of the known maps, Chebyshev polynomial is used in this study.

The definition and basic properties are mentioned below:
* The Chebyshev polynomial 7,(x) : [—1,1] — [—1, 1] of degree n is defined as

cos(n.arccos(x)) ifxe[—1,1]
T(x) = (2.3.1)
cos(n0) ifx=cos0,0 ¢ [0,x]

The recurrence relation of the polynomial in (1) is given by

1 ifn =0
Th(x) = x ifn =1 (2.3.2)
2Ty 1(x) = T—a(x) ifn>2

* The semi-group property of the enhanced Chebyshev polynomial holds on the
interval (—eo, 4-o0) and is defined as follows
For T,,(x) = 2xT,—1 (x) — T,,—2(x), n > 2 where p is a large prime and x € (—oo, —c0),
T,(Ts(x)) = Trs(x) = T5(T,-(x) ) (mod p) always holds where r,s € Z; = {a|0 < a <
p, ged(a,p) =1}y ={1,2,...,p—1}.

* For any given x and y, it is computationally infeasible to find integer s such that
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Ts(x) = y. This property is referred to as the chaotic map-based discrete logarithm
problem (CMDLP).

2.3.4 Elliptic curve (Islam and Biswas, 2013)

* Let p be a large prime and E /F}, be a set of elliptic curve points over a prime field

F),, defined by the non-singular elliptic curve
y? (mod p) = (x* +ax+b) mod p (2.3.3)

where x, y, a, b € F}, and 4a® +27b* mod p # 0.
A point P(x,y) is an elliptic curve point if it satisfies 2.3.3.

* Addition of two points P and Q is defined to be the mirror image of the point of

the line of intersection of P and Q.

* The scalar point multiplication of a point P on the elliptic curve is defined as
kP=P~+P+---+P(ktimes).

* A generator point P € E/F, has order n if n is the smallest positive integer and
nP = O where O is called point at infinity.

2.4 [Estimated execution time

Computation of estimated execution time is used as a factor for performance compar-
ison of proposed schemes. This computation is based on an experiment conducted
by [Kocarev and Lian/ (2011). The experiment was conducted on an Intel Pentium4
2600 MHz processor with 1024MB RAM. According to their study, 7, = 0.0005s,
Top = 0.02102s, T,y = 0.0087s and T, = 0.063075s, where T, indicates the time re-
quired for execution of one-way hash operation, T, for computing T,,(x)(mod p) in
Chebyshev chaotic map, T,; for execution of symmetric key encryption/decryption and
Ty, for executing elliptic curve point multiplication where n and p are 1024 bits long.
Moreover, compared to these operations, computational cost of XOR operation can be
ignored. These values have been used to compute the estimated execution time of au-
thentication schemes.

In addition to this, other notations are also used for various computations. These are

given in the following table and will be extensively used hereafter.
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Table 2.1 Notations and symbols used

Symbol Meaning

U; i user

S/Si/S; TMIS server

ID; Identity of the user U;

PW; Password of the user U;

B; Biometrics of U;

d/x S’s private key(Li et al’s/proposed scheme)
h(.) Secure collision-free hash function

B() Biohashing function

Ty(.) Chebyshev chaotic map

Ey Symmetric key encryption with key k

Dy, Symmetric key decryption with key k

SK Established session key between S and U;
| Concatenation operation

S XOR operation

P Base point of the chosen elliptic curve, E
T; Time stamp
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CHAPTER 3

ANALYSIS OF CHAOTIC-MAP BASED
AUTHENTICATION SCHEME

To design an authentication scheme, various operations are used. Most common
ones are XOR, concatenation, hashing etc.. An addition to this list is using chaotic
map, the reason being its random behavior. Hence, we have cryptanalyzed a scheme
proposed by Li et al.| (2016) for e-healthcare systems. Their scheme uses Chebyshev
polynomial (as mentioned in section (2.3.1))). They claim that their scheme prevents
illegal intrusions by quick detection of wrong inputs and that the future use of a lost or
stolen smart card can be invalidated. Also, they state that their scheme ensures anony-
mous user interaction, resists privileged insider attack, efficiently identifies the correct-
ness of user inputs, provides protection against lost/stolen smart card, resists offline
password guessing attack, is secure from participation impersonation, ensures perfect
forward secrecy and mutual authentication. By cryptanalysis of their scheme, we have
found certain flaws like no user anonymity, prone to user & server impersonation, pass-
word guessing attacks and has inconvenient smart card revocation. To overcome these
flaws, an enhanced authentication scheme is proposed using Chebhyshev polynomial.
To prove this, security analysis is provided along with security proof using BAN logic.
Following this, the proposed scheme is compared with existing schemes in terms of
computational cost, estimated execution time as well as security properties. All these

topics constitute this chapter. The notations used are as given in Table 2.1]

3.1 Review of Li et al.’s scheme

This section presents the details of the scheme proposed by [Li et al.| (2016). All the

phases are explained in detail.

1. Registration Phase

To access services from the telecare medicine information system server S, a new
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user U; must register himself/herself at the server S. The following steps are

performed during registration:

R1.

R2.

R3.

R4.

U; initially selects his/her identity /D;, a password PW; and a random num-
ber b. U; computes the masked password W = h(PW; || b) and sends the

registration message {ID;, W} to the server S via a secure channel.

On receiving the registration request message {/D;, W} from the user U, the
server § validates the identity /D; of U;. If it is valid, the server S calculates
T,(ID; || Q) and computes v =W @& Ty (ID; || Q). It then stores ID; and Q
in its database. If it is U;’s initial registration, S sets Q = 0 in the field of
registration times for U;; else S sets Q = Q + 1.

S then issues a smart card containing the information {v, A(.), Q} to the
user U; via a secure channel.

U; calculates Ty(ID; || Q) = v@® W, X = b h(ID; || PW;) @& h(ID; || PW;),
Y =h(Ty(ID; || Q) || b || h(ID; || PW;) & h(ID; || PW;) and stores X and Y in

the smart card.

2. Login Phase
Whenever a registered user wants to login to the TMIS system server S, the fol-

lowing steps will be executed:

LI1.

L2.

L3.

U; inserts his/her smart card into the card reader of a terminal, inputs his/her
identity ID; and password PW;. The smart card of U; computes i(ID; || PW;),
b =X ®h(ID; | PW;), W = h(PW; || b) and T;(ID; || Q) =v@®W. It then
verifies if h(T;(ID; || Q) || b || h(ID; || PW;)) =Y holds or not. If it holds, it

goes to next step. Otherwise, the login session is terminated.

U;’s smart card generates a random number, a and computes Ky = T, T, (ID; ||
0),R=h(ID; | T,(ID; || Q) || T4(ID; || Q)) and V = Kys(ID; || R).
Finally, U; sends the login request message {7,(ID; || Q), V} through a

public channel to the server S.

3. Authentication Phase

On receiving the login request message {7, (ID; || Q), V} from Uj, server S per-

forms the following steps:

Al.

S calculates K}, = T, T,(ID; || Q), verifies the validity of ID; and Q. It then
verifies if A(ID; || T,(ID; || Q) || T;(ID; || Q)) = R holds or not. If it does not
hold, S rejects the service request message and the authentication phase is

terminated.
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A2.

A3.

S computes session key SK = h(ID; || T;(ID; || Q) || T.(ID; || Q)) and Z =
h(ID; || SK || T;(ID; || Q)) and sends the authentication request message {Z}

to the user U;.

On receiving the authentication request message {Z} from S, U; computes
SK' = h(ID; || T;(ID; || Q) || T.(ID; || Q)) to check if the condition A(ID; ||
SK' || T;(ID; || Q)) = Z holds or not. If the condition holds, the server S is
authenticated.

After successful authentication, the session key SK = h(ID; || T;(ID; || Q) ||
T,(ID; || Q)) = SK' provides a secure channel for S and U; to communicate

with each other.

4. Password Change Phase

Suppose a user U; wishes to change his/her password, the following steps are

performed:

PI.

P2.

P3.

U; inserts his/her smart card into the card reader terminal, enters his/her
identity ID; and old password PW;. The smart card computes i(ID; || PW;),
b=X&h(ID; | PW;), W = h(PW; || b), T,(ID; || Q) = ve>W and verifies if
WTy(ID; || Q) || b || h(ID; || PW;) equals Y or not. If the verification holds,

U; enters a new password PW,,,,, else the request is denied.

The smart card computes Wy, = B(PWyey || £)s View = Waew ® Ty (ID; || O),
Xpew =bBh(ID; || PWyey) and Yooy = H(Ty(ID; || Q) || b || A(ID; || PWhew)).

Finally, the smart card replaces v, X and Y with v,,, X,e and Yy,

5. Smart Card Revocation Phase

Suppose a legal user U; loses his/her smart card, U; informs S regarding his/her

revocation in person. S then confirms the authenticity of U; by verifying U;’s

identification papers. On successful authentication, S asks U; to select a new

password and a new random number and execute the same steps of the registration

phase. Finally S sets O = Q + 1 in the field of registration times for U;.

3.2 Crytpanalysis of Li et al.’s Scheme

In this, their scheme has been cryptanalyzed in depth and identified weaknesses are
explained in detail. Based on the assumptions mentioned in section[I.3] the scheme is

checked for security attacks.
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Obtaining secret value d of the server S

Suppose an adversary initially registers as a legal user in the system with his own ID
and PW, then the system issues a smart card with all registered parameters in it meaning
an adversary can obtain all the parameters inside the card. So, adversary now has the
parameters {X, Y, h(.), v, Q} stored in it by analyzing the power consumption. Now,
he calculates T;(ID || Q) = v@& W, where W = h(PW; || b), where password and random

number are of the adversary. He then calculates

g = arccosTy(ID;) + 2kn

arccosTy(x)

such that T/(ID || Q) = T,(ID || Q).

3.2.1 No user anonymity

Assume that an adversary comes in possession of the smart card of a user U; with
the values {X, Y, h(.), v, O} and he has stored these values. Suppose he eavesdrops
the login message {7,(ID; || Q), v} and authentication message {Z} between U; and
S, then from the above argument, adversary calculates a = “rCCZ:CTc“O(le)"();;Zk” such that
T!(ID; || Q) = T,(ID; || Q). He then chooses ID', computes T (ID' || Q) using the value

of Q stored in the smart card and checks if the computed value equals T, (ID; || Q). If

they are equal, the adversary has guessed the correct identity. If not, he repeats the
procedure with different values for /D until he guesses the correct identity. So, user

anonymity is not preserved in this scheme.

3.2.2 Vulnerable to password guessing attack

Suppose an adversary gets a smart card having the values {X, Y, A(.),v, O}, which he
stores for his further purposes, and has eavesdropped login message {7,(ID; || Q), v}
and authentication message {Z} between U; and S. From the adversary already
has obtained the ID; of U;. Also he has originally calculated d’ such that T (ID || Q) =
T,(ID || Q). Now using ID; and Q from smart card, he computes T}(ID; || Q) which
is T;(ID; || Q). Using v =W @& T (ID; || Q), adversary computes W =v@ T;(ID; || Q).
Also from X = b® h(ID; || PW;), b is computed as b = X & h(ID; || PW;). The value
Y =h(Ty(ID; || Q) || b || h(ID; || PW;)) is stored in the smart card. Substituting b in this
expression, Y = A(T!(ID; || Q) || X © h(ID; || PW;) || h(ID; || PW;)) where X is obtained
from the smart card. Now adversary guesses a value PW, computes Y' = h(T!(ID; ||
Q) || X @ h(ID; || PW || h(ID; || PW)) and checks if Y/ = Y holds. If it holds, adversary
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has guessed the correct password. If not, he repeats the procedure with different values
for PW until he guesses the correct value. So the scheme cannot provide protection

against offline password guessing attack.

3.2.3 Vulnerable to user impersonation attack

Assume that an adversary has the values ID; and U; of a legal user along with the stored
smart card values {X, Y, h(.), v, Q}. He chooses a random number a' and computes
T!'(ID; || Q) from the stored value Q. He further computes K/ = T/'T}(ID;||Q), R" =
h(ID; | TI(ID; || Q) || T)(ID; || Q)) and v, = K!'<(ID; || R"), sends the login request
message {T//(ID; || Q), v''} to the server S. On receiving this message, server does the
required computations including the session key, SK' = h(ID; || T)(ID; || Q) || T/'(ID; |
Q)) and sends Z'! to the user, where Z'' = h(ID; || SK"' || T}(ID; || Q)). So, the adversary

successfully impersonated as the legal user. Hence, their scheme cannot resist user

impersonation attack.

3.2.4 Inconvenient smart card revocation

In this scheme, if a legal user wants to revoke a lost smart card, he/she must inform the
medical server in person meaning revocation cannot take place online and the user has
to be physically present causing inconvenience to the user and hence it can be concluded

that smart card revocation is not very convenient from the point of view of the user.

3.2.5 Insecure session key

Assume that an adversary has eavesdropped the login message {7,(ID; || Q), v} as well
as the authentication message {Z} of a user and has stored the values from the smart
card. As explained in [3.2.1] adversary can obtain the /D;. Also he has the value of
T,(ID; || Q) from the login message and he has calculated d’ such that T (ID; || Q) =
T,(ID; || Q). He can easily compute the session key as SK = h(ID; || T}(ID; || Q) ||

T,(ID; || Q)). Therefore, the session key is not secure in their scheme.

3.2.6 Vulnerable to server impersonation

As explained in[3.2.1} an adversary has user identity /D; from the smart card and obtains
the required password PW; of the user U; as explained in[3.2.2] Also, he has the value
T!(ID; || Q) = T;(ID; || Q) as explained above. Assume that the adversary obtains the
user login request message {7,(ID; || Q), v}. Using T/(ID; || Q), he computes SK =
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W(ID; || T/(ID; || Q) || T.(ID; || Q)), Z = h(ID; || SK || Ty(ID; || Q)) and sends the {Z} to
the user U;. On receiving {Z}, U; computes SK' = h(ID; || T,(ID; || Q) || T.(ID; || Q))
and the condition h(ID; || SK || T, (ID; || Q)) = Z holds since T} (ID; || Q) = T, (ID; || Q).

User authenticates him as the authentic server and communicates with him proving that

the adversary has successfully impersonated the server.

3.3 The Proposed Scheme

In this section, the proposed scheme is explained in detail. Assuring secure commu-

nication between user and server being the primary concern, Chebyshev polynomial

(explained in[2.3.1) is used in the proposed scheme, along with hash operations.

1. Registration Phase

To access services from a trusted medical server, new user U; has to register him-

self/herself initially. This phase is shown in Fig[3.1] The steps in this phase are

as follows.

R1.

R2.

R3.

R4.

User U; chooses a username ID;, a password PW; and a secret number b.
Then he computes the masked password A; = b @ h(ID; || PW;) and sends

the registration message {/D;, A;} to the server S; via a secure channel.

On receiving the registration request message {/D;, A;} from the user U;,
the server S; validates the identity ID; of U;. If it is valid, the server §;
computes 7, (ID; || m;), where x is the secret key of the server and m; is a
random number chosen by server for U;(which is unique for every user). It
then computes B; = T,(ID; || m;) © h(A;).

S; then issues a smart card containing the information {A(.), B;, m;} to the

user U; via a secure channel

After receiving the smart card securely from the server §;, U; computes
T.(ID; | m;) = B; ® h(A;), Ci = b&® h(PW; || ID;), D; = h(C; || h(PW;) ||
T (ID; || m;) and stores C; and Dj; in the smart card.

This completes the registration phase of a new user U; and Fig. 1 represents
this phase. The smart card now has the values {B;, h(.), C;, D;, m;} stored

in it.

This completes the registration phase of a new user U;.

2. Login Phase
If a registered user wants to login to the TMIS server S, the following steps will

be executed:
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L1. U; inserts his/her smart card the card reader of a terminal, inputs his/her
identity I/D; and password PW;. The smart card of U; computes bl =Cao
h(PW; || ID;) and Al = b! ® h(ID; || PW;).

L2. Using Af, the smart card obtains Ty (ID; || m;)! = h(Af) @ B; and computes
D! = h(C; || h(PW;) || To(ID; || m;)"). Then it checks if D! = D; holds or not.
If it does not hold, the session is aborted. Else step L3 is executed.

L3. The smart card computes generates a random number y and computes E; =
h(Di) ®T,(ID; || m;), CID; = h(ID;) @ T, (T (ID; || m;) and F; = h(E; || T;,(ID; ||
m;) || h(ID;). Finally the smart card of U; sends the login request message
{CID;, D;, E;, F;} to S; through a public channel.

User Server

U, chooses ID;, PW;and b
Computes A;=b € h(ID; || PW))

1Dy, A} Compute
T(ID; || my)
B = T«(ID; || m)) © h(A)
Smart Card
th(.), B;, m; }

Computes

T(ID; || m;) = B; ® h(Ay)

D; = h(T(ID; || my) || C; || h(PWy)
Stores C;and D; in smart card

Figure 3.1 User registration of chaotic maps based proposed scheme

3. Authentication Phase
On receiving the login request message {CID;, D;, E;, F;} from Uj, server S;
performs the following steps to authenticate the user U;. Fig|3.2|demonstrates the

login and authentication phases of the proposed scheme.

Al. §;obtains Ty,(ID; || m;) = h(D;) ® E; and computes A(ID;) = CID; ® T, (T, (ID; ||
m;)). Then it computes h(E; || T,(ID; || m;) || h(ID;) and checks if it is equal
to F; received in the login message. If it holds, S; authenticates U; and exe-

cutes step A2; otherwise this session is terminated.

A2. §; generates arandom number z and computes the session key, SK = h(T;(T,(I1D;) ||
m;) || h(ID;) || T,(ID; || m;)) and H; = h(T;(ID; || m;) || SK || h(ID;)). Then it
sends the authentication message {7;(ID; || m;), H;} to U; through a public

channel.
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A3. On receiving {T;(ID; || m;), H;} from S;, U; computes SK' = h(T,(T,(ID; ||
mi)) | A(ID;) || Ty(ID: | ms)) and H! = h(T,(ID; || mi) || SK' || h(ID;)). Then
it verifies if the condition Hl-l = H,; holds or not. If it holds, U; authenticates
S;. Else, U; aborts the session.

After mutual authentication, U; and S agree on the shared session key, SK =
h(T(T,(ID; || m;)) || A(ID; || Ty(ID; || m;)) to communicate with each other

and this completes the authentication phase.

User Server

User inputs ID; and PW;.

Smart card computes

b'=C;® h(PW; || ID)

Al'=b' @ h(ID;|| PW))

T,(ID; || m))' = B; © h(A;)

Verifies h(T,(ID; || my)' || C;[| h(PW;) = D;
Generates a random number y

Computes E;=h(D;) @ Ty(ID; || m;)
CID;=h(ID;) @ T, T,(ID; || m;)

F; =h(E; || T,(ID; || mj) || h(ID))

{CID;, D;, E;}

v

Computes

T,(ID; | m)) =h(Dy) D E;

h(IDy)' = CID; @ T,(ID; || m;)

F.'= h(E; | T,(ID; | m;) || h(ID)")

Veriﬁes Fil= Fi

Generates a random number z

Computes

SK = h(h(IDy)|| T, Ty(ID; || my) || Ty(ID; || m;))
H; = h(TID; || m;) || SK || h(ID))

{ T(ID; || my), Hy}

A

Computes

SK'=h(h(ID))[| T,T(ID; | m;) || T,(ID; || my)
H;' = h(T(ID; || my) || SK' || h(ID)

Verifies H'= H;

Figure 3.2 Login and authentication phases of chaotic maps based proposed scheme

4. Password Change Phase
Whenever a user wants to change or update his/her password, the following steps

will be performed:

P1. Uj; inserts his/her smart card into the card reader of a terminal, inputs his/her
identity I/D; and password PW;. The smart card of U; computes b =Co
h(PW; || ID;) and Al = b! @ h(ID; || PW;). Using Al, the smart card obtains
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T.(ID; || m;)! = h(Al) ® B; and computes D! = h(C; || h(PW;) || Tx(ID; || m;)").
Then it checks if Df = D; holds or not. If it does not hold, the session is
aborted and user cannot change password. Else, the server requests for a

new password from the user.

P2. User U; enters the new password PW;*". The smart card computes A7*" =
b @ h(ID; || PW), Bl = h(A7") ® Ty(ID; || m;), C' = b @ h(PW” ||
ID;) and D" = h(C'" || h(PW") || To(ID; || m;)"). 1t then replaces the
values B;, C; and D; with B, C?'*" and D}¢" respectively.

This completes the password change phase.

5. Smart Card Revocation Phase
If a user loses his/her smart card, he/she can send an online request to the server
entering the identity /D;. After checking if that ID; is valid, the user has to answer
the security questions. On successful verification of the legality of the user, the
server deactivates the old smart card concerned with that /D; and requests the user
to enter a new masked password A7, Using A7 and ID;, the server does the
required computations as in registration phase and issues a new smart card to the
user with the newly computed values. On receiving the new smart card, the user

computes C; and D; and stores in the smart card.

3.4 Security Analysis of the Proposed Scheme

In this section, the informal proof for the security of the proposed scheme is discussed.
The security flaws that were found in Li et al.s’ scheme are rectified in the proposed

scheme. The proof for this is discussed below.

3.4.1 Preserves user anonymity

The identity ID; of user is not stored in smart card and in login phase, identity is sent
as dynamic identity CID;, which changes during every session. Suppose an adver-
sary eavesdrops the login and/or authentication messages, {CID;, C,, C3, T} and/or
{a, b, T3} respectively of the user U;, revealing ID; is impossible as it is combined with
two secret values H and K known only to the server S;. Hence, the user anonymity is

preserved in the proposed scheme.
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3.4.2 Secure against password guessing attack

In the proposed scheme, the password PW; of a user U; is covered with his/her own
secret value X, and identity /D;. Now suppose an adversary gets to know ID;, it is not
possible to guess PW; without the knowledge of X,,, which is a secret number known
only to the user U;. Suppose the adversary obtains the values {E;, h(.), N, p, s;} from
the smart card of the user Uj;, even then the scheme forbids password guessing because
the password PW; is protected with two secret keys of the server as well as ID; and X,
in the expressions RPW; = X,, ® h(ID; || PW;) and N = h(H || K) ® RPW,. Therefore, the

proposed scheme resists offline password guessing attack.

3.4.3 Secure against user impersonation attack

Since time stamps have been used in the proposed scheme, impersonation attack is
not possible. If an adversary has all the smart card values {E;, h(.), N, p, s1} and
previously intercepted login message {CID;, C», C3, T}}, it is not possible to generate
a valid login message in the next session since time stamp and a nonce, r; have been
used in the proposed scheme. Guessing these values and forming a valid login message
within the time stamp is practically impossible. So, protection against impersonation

attack is provided in the proposed scheme.

3.4.4 Efficient smart card revocation

Unlike Li et al’s scheme, the user need not go in person to revoke a lost smart card.
He/she has to send an online request and verify his/her identity after which a new smart
card will be issued. It has to be noted that in the proposed scheme, server deactivates
the old smart card on verification of the legality of the user of the lost smart card so that
even if adversary comes in possession with that card, he/she cannot misuse the card.

So, smart card revocation is efficient in the proposed scheme.

3.4.5 Secure session key

In the proposed scheme, the session key SK computed in steps AS and A6 contains two
random numbers | and r,. If the adversary gets to know these numbers during any
session, even then session key cannot be compromised because these random numbers
vary during each session with which the session key keeps changing. Along with the
knowledge of r; and r,, an adversary needs to have the correct ID; to obtain the session

key of the user U;. Also if the adversary gets any information regarding previous session
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key, still it will not help him in computing the next session key due to its format, SK =

h(r(1 || rh || ID; || Cy || v). So, the session key is well protected in the proposed scheme.

3.4.6 Secure against server impersonation attack

Time stamps have been used in the proposed scheme because of which server imperson-
ation is not possible. If an adversary has all the smart card values {E;, h(.), N, p, s}
and previously intercepted login message {CID;, C», C3, Ti}, it is not possible to gen-
erate a valid authentication message in the next session since time stamp along with a
nonce, r; have been used in the proposed scheme. Guessing these values and forming a
valid authentication message within the time stamp is impossible. So, protection against

server impersonation attack is provided in the proposed scheme.

3.5 Security Analysis using BAN logic

In this, the legitimacy of session keys in the proposed scheme is verified. The constructs
used in the proof are mentioned in section [I.4] For this, the messages transmitted be-
tween user U; and server §; are written in idealized form as shown below.

Idealized protocol:
U—S: <ID>U5_2)S,

(ID) (U & S {UBSY,) a

(U s},

SK s
S—»U:(US S, {UB S},I)U&S, (H)>{Ugs}r2
According to the logical postulates, the proposed scheme should satisfy the following
goals:

Gl.U|=S|=U Ks

G2. S|I=U|=U s
The following assumptions are made to achieve the desired goals:

AL SlzU U & s

A2. UI=S|=U & s

A3. U |=#(r)
Ad. S |=#(r)
A5. U|I=UBS
A6. SI=UBS
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Analysis:

P1.

P2.

P3.

P4.

PsS.

P6.

3.6

Since U <« (U K S, {U & S}, )u s, 5» applying message-meaning rule using A5,
<
weobtain U |= S |~ (U & 8, {U B S},,).
SK

From A3 and P1, application of nonce-verification rule yields U |= S |= (U ©

S, {U & S},,).

From P2 and A5, we can break the conjunction to obtain U |= S |=U &s (G1

is achieved).

Since S< (U & S.{U et S}’z)Uf—%S’ using A6 and applying message-meaning
rule, we obtain S |=U |~ (U & S,{U & 5},,).

From A4 and P4, using nonce-verification rule, we obtain S |[= U |= (U &

SAU & S},).

Using P5 and A6, we obtain S |=U |=U & 5 (G2 is achieved).

From G1 and G2, it can be observed that both the user U; and server §; believe
that the session key SK = h(r} || r2 || ID; || C || v) is shared between them.

Performance Comparison

In this section, a detailed comparison of the proposed scheme with Li et al’s scheme

and other schemes (Das, 2015; Mir et al., |2015) has been made in terms of computa-

tional cost, execution time and performance. Table [3.1] shows the computational cost

comparison. Table [3.2] compares the execution time of different schemes and these are

computed using experiment mentioned in section [2.4] Comparison of performance of

the proposed scheme with other schemes is presented in Table[3.3]

Table 3.1 Computational cost comparison with Li et al.’s scheme

Phase Lietal. (2016) Das|(2015) Mir et al.[(2015) Proposed

Registration 3T, + 1T, 4T}, 67}, STy + 1T,
Login 4T, + 2T, 4T}, 1T}, 7T, + 2T,
Authentication 5Th + 2Tch 11 T, 13Th 6Th + 2Tch
Total 12T}, + 5T, 197;, 26T, 18T, + 5T,
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From Table [3.1] it can be observed that the proposed scheme requires five hash
operations more than that of Li et al’s scheme but the number of chaotic operations is
same. But when compared to Das| (2015), the proposed scheme uses one hash operation
less. From Table [3.3] it can be clearly seen that even with less hash operations, the
proposed scheme is able to provide more security than Das|(2015)). In comparison with
Mir et al.[(2015) also, the proposed scheme uses seven less hash operations but makes

use of chaotic maps.

Table 3.2 Execution time comparison with Li et al.’s scheme(s)

Phase Lietal (2016) Das/(2015) Miretal./(2015) Proposed
Registration 0.02252 0.0020 0.0030  0.02352
Login 0.04404 0.0020 0.0035 0.04554
Authentication 0.04454 0.0055 0.0065 0.04504
Total 0.11110 0.0095 0.0130 0.11410

Table 3.3 Performance comparison with Li et al.’s scheme

Security Properties Lietal. Das Miretal. Proposed
Provides user anonymity No No Yes Yes
Resists user impersonation No No Yes Yes
Resists stolen-verifier attack Yes Yes Yes Yes
Resists replay attack Yes Yes Yes Yes
Secure session key No No Yes Yes
Mutual authentication Yes Yes Yes Yes
Resists offline password guessing No No Yes Yes
Resists man-in-the-middle attack No No Yes Yes
Resists server impersonation No No Yes Yes
Resists privileged insider attack Yes Yes Yes Yes
Resists parallel session attack Yes Yes Yes Yes
Efficient smart card revocation No No No Yes

From Table it is clear that the proposed scheme requires 0.003s more than |L1
et al| (2016). But this extra time can be justified from Table [3.3] by noting that the
proposed scheme is able to overcome those security attacks which were found in Li et
al.’s scheme, thereby providing more security. The scheme in Mir et al.| (2015) requires
less time for execution but, the scheme is not user friendly since there is no option
for smart card revocation. Also, [Das| (2015) estimated time is less than that of the

proposed scheme but Table [3.3] clearly shows that their scheme fails to overcome user
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and server impersonation, offline password guessing attacks; does not preserve user
anonymity, insecure session key. From this, the schemes using less hash operations are
not able to overcome all the attacks but the proposed scheme overcomes the mentioned
security attacks. To achieve these properties, it is worth the additional operations. So,

the proposed scheme is robust and more secure when compared to Li et al.’s scheme.

42



CHAPTER 4

CRYPTANALYSIS OF AN ANONYMOUS
TWO-FACTOR AUTHENTICATION
SCHEME

Chen et al.[(2018) proposed an anonymous and lightweight authentication scheme
for TMIS. Their aim was to enhance the security of Kan et al.’s scheme proposed for
TMIS. They claim that their scheme ensures mutual authentication, user anonymity,
session key security, and resists password guessing, stolen verifier attack, imperson-
ation, replay attack as well as traceability attack. This two-factor scheme has been
cryptanalyzed in this section. In this, weaknesses like impersonation, password guess-
ing and server masquerading attacks were found. Also, the scheme fails to preserve user
anonymity. These issues have been explained in detail. In order to resist these attacks,
an improved scheme has been proposed in this chapter. Following this, the security
analysis is explained using BAN logic. Also, the proposed scheme is compared with
contemporary schemes which prove that proposed scheme outcomes those schemes in

terms of computational efficiency.

4.1 Review of Chen et al.’s scheme

In this section, a detailed review of the scheme proposed in (Chen et al.| (2018) is given.

The various phases are given below.

1. Registration Phase
To access services from the telecare medicine information system server S;, a new
user U; must register himself/herself at the server S;. The various notations used
in their scheme are given in Table 2.1} The following steps are performed during

registration:
R1. U; initially selects his/her identity /D;, a password PW; and a random num-
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R2.

R3.

R4.

ber b. U; computes RPW; = h(PW; || b) and sends the registration message

{ID;, RPW;} to the server S; via a secure channel.

On receiving the registration request message {ID;, RPW;} from the user
U;, S; generates a random integer N; and computes PID; = Ex, (ID; || N;),
A; = h(ID; || RPW;) and B; = h(ID; || X,) & h(ID;) & RPW;.

S; then issues a smart card with values {PID;, B;, h(.), A;} to the user U;

via a secure channel.

On receiving the smart card from server, U; stores b in it and the smart card
now has values {PID;, b, B;, h(.), A;}.

2. Login Phase

Whenever a registered user wants to login to the TMIS system server S;, the

following steps will be executed:

L1.

L2.

L3.

U; inserts his/her smart card into the card reader of a terminal, inputs his/her
identity ID! and password PW/. The smart card of U; computes RPW! =
h(PW! || b) and Al = h(ID! || RPW}!). 1t then verifies if A! = A; holds or not.
If it holds, it goes to next step. Otherwise, the login session is terminated.
U;’s smart card generates a random integer, r,, and acquires the current time
stamp 7. Then it computes C; = B; ® h(IDf) @RPWil ,D;=C;®r, and
E;=h(ID} | D; | Gi || Th).

Finally, U; sends the login request message {7}, D;, PID;, E;} through a
public channel to the server S;.

3. Authentication Phase

On receiving the login request message {7}, D;, PID;, E;} from U;, S; performs

the following steps:

Al.

A2.

S; retrieves the current time stamp 73 and verifies the freshness of U;’s time
stamp, 7;. If valid, it obtains (ID; || N;) = Dx,(PID;) and computes Cf =
h(ID; || X;) and E! = h(ID! || D; || C! || Th). Tt then verifies if E! = E; holds or
not. If it holds, user is authenticated and authentication process continues. If
it does not hold, S; rejects the service request message and the authentication
phase is terminated.

S; generates two random integers, N/, ry and the time stamp 73. It then
computes PID'" = Ey (ID; || N'"), r, = D;®C!, FF=Cl & r,, SK =

h(ID; || %, || s || C!) and H; = h(ID; || F; || C! || SK || T3). Then it sends
the authentication request message {PID?*", F;, H;, T3} to the user U,.
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A3.

A4.

AS.

On receiving the message {PID!®", F;, H;, T3} from S;, U; retrieves the
current time stamp 74 and verifies the freshness of S;’s time stamp 73. Then
it computes r. = F; C;, SK' = h(ID! || r,, || 7L || C), H! = h(ID! || B || C; ||
SK! || T3) and checks if the condition H' = H; holds or not. If the condition
holds, S; is authenticated and PID; is replaced by PID?" in the smart card’s

memory. Otherwise, the session is terminated.

U; generates the current time stamp 75, computes M; = h(SK! || C; || T5) and
sends the response message {M;, Ts} to S;.

On receiving {M;, Ts} from U;, S; retrieves the current time stamp T and
verifies the freshness of U;’s time stamp Ts. Then it computes M! = h(SK ||
C! || Ts) and checks if M! = M; holds or not. If it holds, server believes that
they have established the session key SK.

. Password Change Phase

Suppose a user U; wishes to change his/her password, the following steps are

performed:

PI.

P2.

P3.

U; inserts his/her smart card into the card reader of a terminal, inputs his/her
identity IDf and password PWil . The smart card of U; computes RPWl-l =
h(PW! || b) and Al = h(ID! || RPW}!). 1t then verifies if A = A; holds or not.
If the verification holds, U; enters a new password PW,,,,, else the request is

denied.

The smart card computes A" = h(ID! || A(PW®" || b)) and B*" = B; ®
RPW! @ h(PW" || b).

Finally, the smart card replaces A; and B; with A?*" and B}*" respectively.

4.2 Security weaknesses in Chen et al.’s Scheme

In this part, Chen et al.’s scheme is cryptanalyzed using the assumptions given in[I.3]

Security weaknesses that were identified are discussed.

Obtaining secret value X; of the server S;

An adversary initially registers as a legal user in the system with his own ID, PW,
random integer b, and RPW, = h(PW || b,). The system issues a smart card with pa-
rameters {PID,, B,, h(.), A,} in it. Then he stores b, in the smart card. Now he
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guesses a value X! and computes A(ID || X!) @ h(ID) © RPW,. Then he checks if the
computed value equals B, or not. If yes, he has guessed the correct Xj; else he repeats
the procedure with different values for X; until he guesses the correct value. Once he
has guessed the correct value of Xy, he obtains (ID || N,) = Dx,(PID,), where N, is the
random integer chosen by the server during registration. Since /D is known, adversary

obtains N, and learns the format of it and stores it.

4.2.1 No user anonymity

Assume that an adversary comes in possession of the smart card of a user U; with the
values {PID;, b, B;, h(.), A;}. As explained above, he has knowledge of X;. He
decrypts PID; to obtain (ID; || N;) = Dx,(PID;). Since he has stored the format of N;,
he separates that many bits from ID; || N; and obtains the ID;. So, user anonymity is not
preserved.

4.2.2 Vulnerable to password guessing attack

Suppose an adversary gets a smart card of a user with values {PID;, b, B;, h(.), A;},
which he stores for his further purposes. From[.2.1] the adversary already has obtained
the ID; of U; and also knows X;. He obtains RPW; = h(ID; || X;) ® h(ID;) & B;, where B,
is obtained from smart card. Now he guesses a value PW’, computes RPW/ = h(PW/ ||
b) (where b is stored in the smart card) and checks if RPWl.l = RPW; holds. If it holds,
adversary has guessed the correct password. If not, he repeats the procedure with dif-
ferent values for PW; until he guesses the correct value. So the scheme cannot provide
protection against password guessing attack.

4.2.3 Vulnerable to user impersonation attack

Assume that an adversary has the values ID; and PW; of a legal user along with the
stored smart card values {PID;, b, B;, h(.), A;}. He chooses a random number r, and
computes C; = B; ® h(ID;) ® RPW;, D; = C;®r, and E; = h(ID; || D; || G; || T,), where
T, is the time stamp. He then sends {7, D;, PID;, E;} through a public channel to
the server S. On receiving this message, server does the required computations and
sends {PID}*", F;, H;, Tz} to the adversary assuming him to be the legal user. So, the
adversary successfully impersonated as the legal user. Hence, the scheme cannot resist

user impersonation attack.
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4.2.4 Vulnerable to server impersonation attack

As explained in[4.2.1] an adversary has user identity /D; from the smart card and obtains
the required password PW; of the user U; as explained in[4.2.2] Suppose he eavesdrops
the login message {71, D;, PID;, E;} of U;, he chooses two random integers, N, r,s and
the time stamp 7. He then computes PID!*" = Ex (ID; || N;), ru =D ®Ci, F; =C; @ ry,
SK =h(ID; || r, || ras || Ci) and H; = h(ID; || F; || C; || SK || T.), where C; = h(ID; || X;).
Then it sends the authentication request message {PID}*", F;, H;, T..} to the user U;.
On receiving this, U; retrieves the current time stamp 7;, and verifies the freshness of
time stamp T... Then he computes 7\ = F; & C;, SK! = h(ID; || r,, || ¥ || C:), H! = h(ID; ||
F; || C: || SK' || T..) and checks if the condition H' = H; holds or not and it does hold.
Then U; generates the current time stamp T,,,, computes M; = h(SK! || C; || T,,a) and
sends the response message {M;, T,,} to the adversary believing him to be the server.

Thus, an adversary has successfully impersonated the server.

4.3 Proposed scheme based on hash functions

This section presents the proposed scheme. There are four phases. All these phases are

described below in detail.

1. Registration Phase
This is the first phase where a user has to register himself to a medical server in
case he wants to use services from the TMIS server. Notations used are as shown

in[2.1] The different steps for registration are explained below and are shown in
Fig. {1}

R1. U; selects his identity ID;, a password PW; and a random number b. U; com-
putes the masked password RPW; = h(PW; || b) and sends the registration

message {ID;, RPW;} to the server S; via a secure channel.

R2. On receiving the message {ID;, RPW;} from U;, S; generates a random inte-
ger N;(unique for each U;) and computes CID; = h(ID;) & N;, A; = h(ID; ||
RPW;) and B; = h(h(ID;) || X;) ® h(ID;) ® RPW;, where X; is the secret key
of the S;.

R3. S; then issues a smart card to the user U; with values {CID;, B;, h(.), A;}

via a secure channel.

R4. On receiving the smart card from server, U; stores b in it and the smart card
now has values {CID;, b, B;, h(.), A;}.
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Choose ID;, PW;, b
Computes RPW;=h(PW;|| b)

{ID; , RPW;}
s
Generates random integer N;
Computes
CIDi: h(IDl) (52 Ni
A;= h(ID; || RPW))
B,=h(h(ID;) | X,) ® h(ID) ® RPW,
Smart card

P

{A;, B;, CID;, h(.)}

U; stores b in smart card
Smart card has values {A,, B;, CID;, h(.)}

Figure 4.1 Registration phase of hash functions based proposed scheme

2. Login Phase
Whenever a registered user wants to login to the TMIS system server S;, the
following steps will be executed. Sequence diagram of this phase along with

authentication is demonstrated in Fig[4.2]

L1. U;inserts his/her smart card into the card reader of a terminal, inputs his/her
identity IDﬁ and password PWl.l . The smart card of U; computes RPWil =
h(PW! || b) and Al = h(ID! || RPW}). 1t then verifies if A} = A; holds or not.

If it holds, it goes to next step. Otherwise, the login session is terminated.

L2. U;’s smart card generates a random integer, r,, and acquires the current time
stamp 77. Then it computes C; = B; & h(IDf) @RPWI.Z, D;=C;®r, and
E; = h(h(ID}) || D: | G; || T0).

L3. Finally, U; sends the login request message {71, D;, CID;, E;} through a

public channel to the server S;.

3. Authentication Phase
On receiving the login request message {7}, D;, CID;, E;} from U;, S; performs
the following steps:
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Al. S retrieves the current time stamp 7> and verifies the freshness of U;’s time
stamp 77 . If valid, it obtains h(ID;) = CID;® N; and computes C! = h(h(ID;) ||
X,) and E! = h(h(ID;) || D; || C! || Ty). It then verifies if E! = E; holds or
not. If it holds, U; is authenticated and authentication process continues. If it
does not hold, S; rejects the service request message and the authentication
phase is terminated.

A2. S; generates two random integers, N/, ry and the time stamp 73. It then
computes CID®" = h(ID;) ®N'", ', = D; & C, F; = C! ®ry, SK = h(h(ID;) |
rl || rs || €Y and H; = h(F; || C! || SK || T3). Then it sends the authentication
request message {CID?*", F;, H;, T3} to the user U,.

A3. On receiving the message {CID*", F;, H;, T3} from S;, U; retrieves the
current time stamp 74 and verifies the freshness of S;’s time stamp 73. Then
it computes L = F; @ C;, SK! = h(h(IDY) || v || 74 || Gi), H! = W(F; || G ||
SK! || T5) and checks if the condition H! = H; holds or not. If the condition
holds, the server S; is authenticated and CID; is replaced by CID/*" in the

smart card’s memory. Otherwise, the session is terminated.

A4. U; generates the current time stamp 75, computes M; = h(SK' || C; || T5) and
sends the response message {M;, Ts} to S;.

AS. On receiving {M;, Ts} from Uj, server retrieves the current time stamp T
and verifies the freshness of U;’s time stamp 75. Then it computes Ml.l =
h(SK || C! || Ts) and checks if M! = M; holds or not. If it holds, U; and S;
believe that they have established the session key SK.

4. Password Change Phase
Suppose a user U; wishes to change his/her password, the following steps are

performed:

P1. Uj; inserts his/her smart card into the card reader of a terminal, inputs his/her
identity ID! and password PW/. The smart card of U; computes RPW! =
h(PW}! || b) and Al = h(ID! || RPW}!). 1t then verifies if A} = A; holds or not.
If the verification holds, U; enters a new password PW,,,,, else the request is

denied.

P2. The smart card computes A" = h(ID! || h(PW/" || b)) and B'*" = B; ®
RPW! @& h(PW" || b).

P3. Finally, the smart card replaces A; and B; with A7 and B respectively.
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Computes RPW, = h(PW/ || b)
Al =h(ID{ | RPW)
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Rejects if not equal; else
Generates random number r,
Takes time stamp T,
Computes C;=B; ® h(ID)) ® RPW;
Di= Ci D r,

Ei=h(h(ID)) || D; || C; || T\)

{D;, E;, CID;, Ty}

{CID;"", F;, H;, T5}

<&

Retreives T4 and checks |T; - T4 < AT
Rejects if does not hold; else
Computes rs‘ =F, ® C
SK! = h(h(ID/) || r, || 1 || C:)
H;'=h(F; || C; || SK' || T5)
Verifies if H = H; holds
Rejects if does not hold; else
Takes Ts and computes M; = h(SK'|| C; || Ts)
{Miﬂ T5}

v

Retreives time stamp T,

Verifies |T2 - T1| <AT

Obtains h(IDl) = CIDl (53] Ni
C/=h(h(IDy) || X,)

E/'=h(h(ID))|| D; || C/'|| T))
Checks if E{ = E; holds

Rejects if unequal; else

Generates N;"", r; and time stamp T;
Computes CID;"" = h(ID;) & N;""
ru‘ = Di e Ci‘, Fi = Ci‘ &b I

SK = h(h(ID)) || 1,/ || ;|| C;)
H;=h(F; || C! || SK || T5)

Retreives Tg to check |T5 - T¢| < AT
Computes M = h(SK' || R; || Ts)
Verifies if Mj = M;

U; is acknowledged

Figure 4.2 Login-authentication phases of hash functions based proposed scheme

found in Chen et al.’s scheme.
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4.4 Security analysis of the proposed scheme

This section analyzes the hash functions based proposed scheme. In other words, it

explains in detail how the proposed scheme is able to resist the security flaws that were




4.4.1 User anonymity is preserved

It can be clearly observed that the identity /D; of any user is not stored in smart card.
In login phase, identity of U; is sent as dynamic identity CID; in the login message,
{T, Dj, CID;, E;}. This identity CID; changes during every session and is replaced
by the new identity CID?*". If an adversary eavesdrops this login message, he cannot
obtain I/D; without the knowledge of N;. Obtaining V; is impossible since it is unique
to every user U; and is changed during every session by the server. Hence, the user

anonymity is preserved in the proposed scheme.

4.4.2 Resists password guessing attack

Suppose an adversary comes gets hold of a smart card with values {CID;, b, B;, h(.), A;},
guessing PW; is not feasible since it is combined with ID; and X, in B; = h(h(ID;) ||
Xs) ® h(ID;) ® RPW;. If an adversary obtains the login message {7}, D;, CID;, E;},
PW, is still safe due to the usage of random number, r, in D; = C; @ r,, and in turn E; is
computed as E; = h(h(ID}) || D; || Ci || T1). If an adversary eavesdrops the authentica-
tion message {CID}", F;, H;, T3}, he cannot obtain PW; since random number, r; is
used in F; = C! @ ry which is used to calculate H; = h(F; || C! || SK || T3). So, in either

cases, the proposed scheme resists password guessing attack.

4.4.3 Resists user impersonation attack

As explained in [4.4.1] user identity cannot be obtained by an adversary. In case, he
gets hold of a smart card with values {CID;, B;, h(.), b, A;}, he might get CID;
but not PW;. To impersonate U;, an adversary has to generate a valid login message
{T1, D;, CID;, E;}. This is not possible without the knowledge of ID; and PW,.
As explained in above section, an adversary cannot obtain password of any user U;
even if he eavesdrops the login and authentication messages, {7}, D;, CID;, E;} and
{CID}*¥, F;, H;, T3} respectively. So, the proposed scheme withstands user imperson-
ation attack.

4.4.4 Resists server impersonation attack

To impersonate a server S;, an adversary needs to have knowledge of N; which is unique
for each U;. The value N; corresponding to a user U; is known only to the server S;. It
is not possible to obtain N; from the login message {71, D;, CID;, E;}. Even though
CID; = h(ID;) & N; contains Nj, it is not possible to obtain N; without the knowledge of
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ID;. This makes it impossible for an adversary to create a valid authentication message

{CID}*¥,| F;, H;, T3}. So, the proposed scheme withstands server impersonation attack.

4.5 Security proof of the proposed scheme using BAN logic

In this, the legitimacy of session keys in the proposed scheme is verified. The constructs
used in the proof are mentioned in section [I.4] For this, the messages transmitted be-

tween user U; and server S are written in idealized form as shown below.

Idealized protocol:

U—S:(ID) 4 ,{ID) wv & S,{U@S}rs)

U+ss w &y, ulis

. SK A
S—=U: (U S, {U < S}ru)Ugs, <ID>{U<S—2>S}VZ

According to the logical postulates, the proposed scheme should satisfy the following
goals:

GLU|=S=U & s

G Slzu=U & s
The following assumptions are made to achieve the desired goals:

AL SizU|=U & s

AN UIES=U & s

A3. U |=#(ry)
Ad. S |=#(ry)
A5. U|l=U & s
A.
A6. S|I=U S
Analysis:

P1. Since U< (U b S, {U & S}r)u 4, s - applying message-meaning rule using A5,
—
weobtain U |= S |~ (U & s, {U & 5},.).

P2. From A3 and P1, application of nonce-verification rule yields U |= S |= (U &

S, {U & 5},,).
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P3. From P2 and A5, we can break the conjunction to obtain U |= S |= U K s

(achieves G1).

P4. Since S< (U & S, {U & S}“)Ugs’ using A6 and applying message-meaning

rule, we obtain S |= U |~ (U & S, {U & Str)-
P5. From A4 and P4, using nonce-verification rule, we obtain S |= U |= (U &

S AU &8},
P6. Using P5 and A6, we obtain S |=U |=U Ks (achieves G2).

From G1 and G2, it can be observed that both the user U; and server S believe
that the session key SK = h(h(IDl-) | 7l r‘s || C;) is shared between them.

4.6 Performance comparison of the hash functions based proposed

scheme

Table 4.1] compares the computational cost of the proposed scheme with scheme pro-
posed by Chen et al.| (2018)), Ostad Sharif et al.|(2019) and Radhakrishnan and Karup-
piah (2019). In this table, the number of operations used (hash operations, point multi-
plication and symmetric key encryption/decryption) in these schemes are counted and

tabulated. Execution time comparison is presented in Table {.2]

Table 4.1 Computational cost comparison with Chen et al.’s scheme

Phase Chen et al. Ostad et al. Radhakrishnan-Karuppiah Proposed
Registration AT, +1T,q STy +2Tq + 2Ty 1Ty, 4T,
LOgiIl 4Th 6Th + 2Tpm 5Th 4Th
Authentication 87, +1T,; 12T}, + 2T,y + 3Ty 117, 8T},
Total 16T), + 2T, 23T, +4T,q + 1Ty 237, 167,

From Table it can be observed that the proposed scheme uses same number
of hash functions as in (Chen et al. (2018) and also does not use symmetric key en-
cryption/decryption. In comparison with the scheme in |Ostad Sharif et al.| (2019), the
proposed scheme uses seven hash operations less. Also, the scheme in |Radhakrishnan
and Karuppiah| (2019) requires seven hash operations more than he proposed scheme.
Another important observation is that the proposed scheme does not use symmetric key

encryption and decryption techniques which is more time consuming. On the other

53



hand, Table 4.2| clearly shows the huge gap between the estimated execution times of
proposed and other schemes. Due to this, it can be said that the proposed scheme is

robust and efficient in terms of computations.

Table 4.2 Estimated execution time of Chen et al.’s and other schemes(sec)

Phase Chenetal. Ostad etal. Radhakrishnan-Karuppiah Proposed scheme
Registration 0.0107 0.12615 0.0035 0.0020
Login 0.0020 0.12615 0.0025 0.0020
Authentication 0.0127 0.18923 0.0055 0.0040
Total 0.0254 0.44153 0.0115 0.0080
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CHAPTER 5

IMPROVEMENT OF BIOMETRICS-BASED
AUTHENTICATION SCHEMES

In this chapter, we focus on biometrics-based or three-factor authentication schemes,
meaning schemes use biometrics along with smart cards. The former part studies Jung
et al.’s scheme in detail which was proposed in 2017, whereas the latter part focuses
on Han et al.’s scheme proposed in 2018. Both the schemes are thoroughly cryptana-
lyzed and the security flaws found in them are explained. Also, robust schemes have
been proposed along with the required security proof that restrict the mentioned flaws.
Following this, comparison of various schemes have been presented to highlight the

advantages of proposed schemes.

5.1 Analysis and Improvement of Jung et al.’s scheme

For integrated EPR system, Jung et al. (2017) designed an anonymous biometrics-based
authentication scheme. They claimed that their scheme overcomes offline password
guessing, server spoofing as well as denial-of-service attacks. They use the concept of
biohashing (2.3.2.1) in order to conceal the password of a user. We cryptanalyzed their

scheme and identified multiple weaknesses which are discussed in this segment.

5.1.1 Review of Jung et al.’s scheme

The details of their scheme are given below.

1. Registration Phase
Suppose a new user U; wants to use services from a medical server §;, he needs

to register himself. For registration of a user U;, the following steps are executed:
R1. U; chooses his ID;, PW;, engraves his biometrics B; and computes RPW; =
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h(PW; || H(B;)). He then delivers a request {I/D;, RPW;} to S; for registration

via a secure channel.

R2. On receiving {ID;, RPW;} from Uj, S; verifies the users’ ID;. Only if it is
justifiable, S; computes N = h(ID; || RPW;) and v=N G K.

R3. S; stores the values {v, H;, h(.)} into SC; and sends it to U;.

R4. On obtaining the smart card from S;, U; computes e = h(ID; || PW; || H(B;))
and saves e in the smart card, SC;. So, SC; of U; now has the values {v, e, H(.), h(.)}.

2. Login Phase
Whenever a user U; wishes to utilize resources from S;, he must insert his smart
card into the terminal and enter his /D;, PW; and imprint his biometrics B;. The

following steps are executed:

L1. SC; computes ¢! = h(ID; || PW; || H(B;)) and checks if it is same as the
saved value, e in the SC;. If this clears, the smart card executes step L2, else

it ceases the login process.

L2. SC; selects a random number ry, calculates RPW; = h(PW; || H(B;)), N =
h(ID; || RPW;), DID; = ID;® N, C| = ID; @ r; followed by C, = h(ID; ||
N || r).

L3. SC; transmits {DID;, v, C;, C;} as the login message to S; over a open

medium.

3. Authentication Phase
On obtaining the login message, {DID;, v, Ci, C»}, the server S; and U; advance

as follows for mutual authentication.

Al. S, retrieves IDf = DID; ®v & K and verifies it. If it holds, S; welcomes that
request and executes step A2. Otherwise, it rejects the request and closes

this phase.

A2. S; computes i = Cy @ ID!, Cy = h(ID! || (v@®K) || #}) and verifies whether
Cé = (. If this holds, S; executes step A3, else it terminates this phase.

A3. S; generates a random number 7, calculates a = r, @ h(r} || C}) and b =
h(CL || 2 || }). 1t then delivers {a, b} to U; as the authentication message

via open channel.

Ad4. On receiving {a, b}, SC; computes vy = a®h(ry | C2) and b' = h(Cy || 74 ||
r1). It then verifies if b’ and b are equal or not. If b’ # b, this phase is
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terminated. If b' = b, the U; successfully authenticates S;. U; then com-
putes C3 = h(ry || 7 || Ca || R(ID; || RPW;)) and sends the acknowledgment
message, {C3} to S; via a public channel.

A5. S; computes C5 = h(rl || r2 || C4 || (v@®K)) and checks it with the received
Cs. If this holds, S; successfully authenticates Uj.

A6. Upon authenticating successfully, SC; and S; calculate the shared session
key, SK = h(ry || 5 || a || b || ID;) and SK = h(r || r2 || a || b || ID!) respec-
tively.

4. Password Change Phase

Whenever U; wishes to alter password, the following steps are executed:

P1. After inserting his smart card into the terminal, U; enters his ID;, PW; and
imprints his biometrics B;. SC; computes ¢! = h(ID; | PW; || H(B;)) and
compares it with the stored e. If ¢/ # e, this phase is terminated; else SC;

executes step P2.

P2. U; enters the new password PW"*" and SC; computes " = h(ID; || PW/" ||
H(B;)).
P3. SC; then replaces e with ¢"*" and now SC; contains the values {v, ¢"", H(.), h(.)}.

This completes the password change phase.

5.1.2 Security Limitations in Jung et al.’s scheme

In this section, cryptanalysis of Jung et al.’s scheme, based on the assumptions used in
[[.3]has been presented. An adversary who wants to attack the system initially registers
himself as a legal user using his own /D, PW, and biometrics B,. A smart card having
sssssvalues, {v, e, H(.), h(.)} is issued to him. First, he computes RPW, = h(PW, ||
H(B,)) and N = h(ID, || RPW,). Using RPW, and N, he obtains the server S;’s secret
key K as K = v@® N, where v is obtained from the smart card. So, any adversary who

registers himself to the server S;, can easily obtain the servers’ secret key K.

5.1.2.1 User anonymity is not preserved

Suppose an adversary eavesdrops a login request message {DID;, v, C, C;} and inter-
cepts it, he can easily compute the users’ identity as ID; = DID; ®v & K, where K is
computed as explained above. In other words, if an adversary eavesdrops all the login
requests, he can obtain identities of all the users. So, the scheme fails to preserve user

anonymity.
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5.1.2.2 Incorrect password change phase

In the password change phase, the smart card computes " = h(ID; || PW*" || H(B;))

new and now the

after the user enters new password, PW/"". It then replaces e with e
smart card has the values {v, ¢, H(.), h(.)}. But the value, v =N @ K remains
unchanged and , where N = h(ID; || RPW;). Once the password PW; is changed to
PW®" RPW; changes to RPW/"" = h(PW/*" || H(B;)). Accordingly, the v changes to
VI =N @K = (h(ID; || RPW/*")) @ K. If the user wishes to login, he inserts SC; and
enters his ID;, PW/®” and imprints his biometrics B;. After verification of password,
smart card transmits the login request message {DID;, v, C;, C>} to S;. S; retrieves
ID! =DID;®v® K and computes r; = C; ®ID!, Cy = h(ID! || (v@®K) || r}) and verifies
whether C5 = C,. But, this verification does not hold since C, = h(ID! || (" ®K) | )

after the change of password. This is because v is not changed to v"¢"

after password
change. So, authentication phase is terminated. In other words, user will not be allowed
to access services from the server once he changes his password. Therefore, password

change phase is not accurate.

5.1.2.3 Vulnerable to user impersonation attack

Suppose an adversary intercepts and obtains a login message {DID;, v, Ci, Cy}, he
can obtain the identity /D; as explained above in He computes N = DID; &
ID;. He now chooses a random number r,, computes C, = ID; ® rq, Coy = h(ID; ||
N || ry) and sends {DID;, v, Ci4, Cy} to the server S;. Upon receiving the message
{DID;, v, Ci4, Co4}, S; obtains IDf = DID; v& K, where K is the servers’ secret key.
Then it computes 7, = C, ® ID! and checks if C) = h(ID; || (v ®K) || ) equals Ca,
or not.This condition clearly holds since ID; and r, are the same ones which were sent
by the adversary. So, an adversary has successfully impersonated the user U; and hence

the scheme cannot withstand user impersonation attack.

5.1.2.4 Insecure session key

If an adversary obtains the login message { DID;, v, C1, C;} and authentication message
{a, b}, and intercepts them, he can compute /D; and rll as explained above. Now, he
computes 7y = a® h(r} || C2), where C, is obtained from the login message. Then he
can clearly compute the session key SK as SK = h(r} || 2 | G2 || (v K) || ID;), where
v is obtained from the login message and K is obtained as explained in the beginning of

this section. So, the session key is not secure.
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5.1.2.5 Vulnerable to replay attack

Since none of the random numbers are recorded on the server side during any session,
there is no restriction for repetition of random numbers. So, if an adversary intercepts
a login message {DID;, v, Ci, C,} and replays it, S; retrieves IDf =DID; ®v® K and
computes 4 = C; @ ID!, C5 = h(ID! || (v®K) || r}) to verify whether C5 = C,. This
verification holds and S; selects a random number 5, computes a = r, @ h(r} || C}) and
b=h(C, | ry || }). It then sends the authentication message {a, b} to the adversary
believing him to be the user U;. In other words, server S; will authenticate him without

any trouble. So, the scheme cannot withstand replay attack.

5.1.2.6 Vulnerable to server masquerading attack

Suppose a user U; delivers a login message {DID;, v, Ci, C,} and adversary intercepts
it, he obtains ID; as explained in 4.1 above. Using /D;, he computes rl1 = DID; ®1D;.
Then he chooses a random number r3, computes a = ry @ h(r} || C5), b= h(C, || r2 ||
r') and sends {a, b} to the user U;. On receiving the authentication message {a, b},
U; obtains 7, = a@® h(r} || C}) and verifies if A(C, || % || r1) = b holds or not. This
condition clearly holds making U; believe the sender(adversary) to be the authentic
server and actually communicates with the adversary. So, the scheme cannot resist

server masquerading attack.

5.1.3 Proposed three-factor scheme

In this section, a robust scheme using biometrics has been proposed. All the computa-

tions are explained in detail.

1. Registration Phase
In registration phase, a new user U, has to register himself to access services from
a trusted medical server S. The steps in this phase are as follows. This phase is
demonstrated in Fig[5.1]

R1. U; selects his identity ID;, a password PW;, biometric B; and a random num-
ber a. U; computes the masked password MPW; = h(PW; || H(B;) || @) and
sends the registration message {ID;, MPW;} to the server S via a secure

channel.

R2. On receiving the message {ID;, MPW;} from Uj;, S generates a random inte-
ger n;(unique for each U;) and computes DID; = h(ID;) ® n;, My = h(ID; ||
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MPW;) and M, = h(h(ID;) || K) @ h(ID;) & MPW;, where K is the secret key
of the S.

R3. Sthenissues a smart card to the user U; containing values { DID;, My, My, h(.), H(.)}

via a secure channel.

R4. On receiving the smart card from server, U; stores a in it and the smart card
now has values {a, DID;, My, M, h(.), H(.)}.

TE—

User U; Server S;

Choose ID;, PW,, a and imprints B;
Computes MPW;=h(PW; || H(B)) || a)
{ID;, MPW; }

»

Generates random integer n;

Computes

DIDi: h(IDl) (5] n;

M, = h(ID; || MPW;)

M,=h(h(ID;) || K) & h(ID;) ® MPW;
Smart Card

(M, My, DID, h(), H()}

U; stores a in smart card
Smart card has values {a, M;, M,, DID;, h(.), H(.)}

Figure 5.1 User registration of the proposed three-factor scheme

2. Login Phase
Suppose any registered user U; wishes to use services from S, the following steps

are performed. This, along with authentication phase is presented in Fig[5.2]

L1. U; inserts his/her smart card into the card reader of a terminal, inputs ID;,
PW, and B;. The smart card of U; computes MPW, = h(PW, || H(B)) || a)
and M/1 = h(ID; I MPWi/). It then verifies if M/1 = M, holds or not. If it

holds, it goes to next step. Otherwise, the login session is terminated.

L2. U;’s smart card generates a random integer, r; and acquires the current time
stamp 7. Then it computes M3 = M, & h(ID;) @MPWI-/, My = M5 @ ry and
Ms = h(h(ID;) || My || M5 || T1).
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L3.

Finally, U; sends the login request message {DID;, T, My, Ms} through a
public channel to the server S.

3. Authentication Phase

Upon receiving the login request message {DID;, T;, M4, Ms} from Uj, the server

S advances in the following procedure for authentication.

Al.

A2.

A3.

A4.

AS.

S retrieves the current time stamp 7, and verifies the freshness of U;’s time
stamp T by verifying if |7, — T1| < 6T. Also, it does not accept any other
request with same credentials in that time interval. If time stamp validity is
not verified, the request is rejected; otherwise it obtains i(ID;) = DID; ® n;
and computes My = h(h(ID;) || K) and My = h(h(ID;) || My || My || T1). 1t
then verifies if M/5 = M5 holds or not. If it holds, U; is authenticated and
authentication process continues. If it does not hold, S rejects the service
request message and the authentication phase is terminated.

S generates two random integers, n/*", r, and the time stamp 73. It then

computes DID™" = h(ID;) ® n®", r| = My ® My, Mg = My G ra, SK =
h(h(ID;) || ry || 72 || M3) and M7 = h(M || My || SK || T3). Then it sends the
message {DID}*", Mg, M7, T3} to the user U,.

On receiving the message {DID!*", Ms, M7, T3} to the user U; from S,
U; retrieves the current time stamp 74 and verifies the freshness of S’s time
stamp T3 by checking if |73 — Ty| < OT. If this does not hold, the request is
discarded. Else, it computes r, = M3 ® Mg, SK' = h(h(ID}) || 1 || 5 || M3),
M, = h(M5 || Mg || SK' || T3) and checks if the condition M5 = M7 holds or

not. If the condition holds, the server S is authenticated and DID; is replaced

by DID?*" in the smart card’s memory. Otherwise, the session is terminated.

U; acquires the current time stamp T, computes Mg = h(SK || M5 || T5) and
sends the response message {Mg, T5} to S.

On receiving {Ms, Ts} from U;, server retrieves the current time stamp T
and verifies if |T5s — Tg| < 8T holds or not. If it does not hold, U; is not
acknowledged; else it computes Mé = h(SK || Mé || T5) and checks if Mé =
Mg holds or not. If it holds, U; and § believe that they have established the
session key SK.

. Password Change Phase

To modify a password, a user has to insert his smart card in the card terminal and

enter his credentials. After this, the following steps are executed.
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User U; Server S;

Inserts smart card and enters ID;, PW;, B;
Computes MPW; = h(PW; || H(B;) || a)

M; =h(ID; | MPW;) and verifies if M, =M,
Generates random number r; and takes time stamp T,
Computes M;=M, & h(ID;) & MPW;

M4: M3 (5] 1':1

Ms=h(h(ID; ) || My || M || Ty)

{DID;, My, M5, Ty}
Retreives time stamp T,
Verifies [T, - Ti| < AT
Objtains h(IDl) = DH)1 ® n;
M; =h(h(ID) [ K)
Ms = h(h(IDi) | My [ M5 || TH)
Checks if M5 = M; holds
Generates n;"", r, and time stamp T;
Computes DID;"" = h(ID;) ® n;""
1'1’ = M4 57 M3’, M6 = M3’ Q I
SK =h(h(IDy) [[1 || 12 [| M3)
M7 =h(Ms || M5 [| SK || T3)
{DID;"", Mg, M5, T3}
Retreives T4 and checks [T; - T4 < AT
Corpputes r = M; & M6
SK’=h(h(ID}) |1, || 1, || My)
M7 =h(M; || Ms || SK || T5)
Verifies if M; = M5 holds
Takes time stamp T
Computes Mg =h(SK || M; || Ts) {Ms, Ts}

v

Takes the current time stamp T
Checks the freshness of T’
Verifies if h(SK || M5 || Ts )= Mg
If holds, U; is authenticated

Figure 5.2 Login and authentication phases of the proposed three-factor scheme

P1. U; inserts his/her smart card into the card reader of a terminal, inputs ID;-,
PW, and B;. The smart card of U; computes MPW, = h(PW, || H(B,) | a)
and M, = h(ID; | MPW,). 1t then verifies if M; = M, holds or not. If the
verification holds, U; enters a new password PW;* and biometric B}; else the

request is denied.
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P2. The smart card computes M} = h(ID! | h(PW || H(B}) || a)) and M} =
M @ MPW, ©h(PW | H(B) | @)

P3. Finally, the smart card replaces M and M> with M| and M; respectively.

5.1.4 Security analysis of the proposed scheme

In this section, security analysis of the proposed scheme has been discussed. It is
shown that this scheme overcomes all the security weaknesses pointed out in Jung et

al’s scheme.

5.1.4.1 User anonymity is preserved

It can be clearly observed that the identity /D; of any user is not stored in smart card.
During login phase, identity of U, is sent as dynamic identity DID; in the login message,
{DID;, T\, My, Ms} changes during every session and is replaced by the new identity
DID?®". If an adversary eavesdrops this login message, he cannot obtain /D; without
the knowledge of n;. Obtaining n; is impossible since it is unique to every user U; and
is changed during every session by the server. Hence, the user anonymity is preserved

in the proposed scheme.

5.1.4.2 Efficient password change phase

In the password change phase of Jung et al.’s scheme, after the user enters the new pass-
word, PW/", the smart card computes ¢""” = h(ID; || PW/" || H(B;)). The smart card
then replaces e with ¢"®" and now the smart card contains the values {v, ", H(.), h(.)}.
But the value v remains unchanged and v = N & K, where N = h(ID; || RPW;). Due to
this, user U; will not be able to access services in the next session. But in the proposed
scheme, that mistake is rectified by replacing M; and M, with the newly computed M}
and M respectively. Due to this, the authenticity of the user U; can be verified by the

server S; during authentication phase without any difficulty.

5.1.4.3 Withstands user impersonation attack

As explained in [5.1.4.1] user identity cannot be obtained by an adversary. In case,
he gets hold of a smart card with values {a, DID;, My, M, h(.), H(.)}, he might
get DID; but not PW;. To impersonate U;, an adversary has to generate a valid login
message {DID;, Ty, M4, Ms}. This is not possible without the knowledge of ID;, PW;
and B;. As explained in above section, an adversary cannot obtain password of any user

U; even if he eavesdrops the login and authentication messages, {DID;, T\, My, Ms}
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and {DID}!*", Ms, M7, T3} respectively. So, the proposed scheme withstands user

impersonation attack.

5.1.4.4 Secure session key

If an adversary intercepts the login message {DID;, T\, My, Ms} and authentication
message {DID}*", Mg, M7, T3}, and obtains them, he needs to have the knowledge of
ID; (finding which is impossible as explained in , and M; to compute the session
key, SK = h(h(ID;) || r/l | 2 || M;) Also, the random numbers r/1 and r, are necessary,
but it is practically not possible to guess three values, Mé, r,l and r, simultaneously.

Hence, session key is secure in the proposed scheme.

5.1.4.5 Withstands replay attack

Replay attack takes place when an adversary intercepts the login message and resends
it in order to impersonate the user. In the proposed scheme, if an adversary tries to
resend the login message {DID;, T\, My, Ms}, the server first verifies the freshness of
the received time stamp by checking if |7, — Tj| < 8T holds or not. Intercepting a
message from a channel and resending it within that short time interval is not possible.
Also, the server rejects any other login request with the same credentials in that time
interval. So, even if adversary sends the same message, it will be clearly discarded by

the server. Hence, the proposed scheme clearly resists replay attack.

5.1.4.6 Withstands server masquerading attack

To impersonate a server S;, an adversary needs to have knowledge of »n; which is unique
for each U;. The value n; corresponding to a user U; is known only to the server S. It
is not possible to obtain n; from the login message {DID;, T, M4, Ms}. Even though
DID; = h(ID;) @ n; contains n;, it is not possible to obtain n; without the knowledge of
ID;. This makes it impossible for an adversary to create a valid authentication message
{DID!*¥, Mg, M7, Tz}. So, the proposed scheme withstands server impersonation
attack.

5.1.4.7 Withstands stolen verifier attack

Stolen verifier attack is an attack wherein an adversary can impersonate a legal user
by stealing the verifier of users password stored in the server Chen and Ku/(2002). In
other words, this attack is possible whenever password verifier of users are stored in the

remote server. However, in the proposed scheme, the medical server does not store any
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data related to password of any user or it does not have verification table. Hence, the

proposed scheme easily resists stolen verifier attack.

5.1.4.8 Ensures mutual authentication

In any scheme, it is necessary that user and server can mutually authenticate each other
to ensure secure communication. In the proposed scheme, U; sends the login message
{DID;,T|, M4, Ms} from U; using which the server authenticates U; as explained in
the step Al. On the other hand, server S sends the message {DID!*", Ms, M7, T3}
to U; using which U; authenticates the server which is explained in step A3 of the pro-
posed scheme. Clearly, both the parties authenticate each other and hence the proposed

scheme ensures mutual authentication between S and U;,.

5.1.4.9 Withstands password guessing attack

Suppose an adversary gets hold of a smart card with values {a, DID;, My, M, h(.), H(.)},
he will fail to guess password because M| = h(ID; || MPW;), where MPW; = h(PW; ||
H(B;) || a). In the expression of M|, guessing two unknowns H (B;) and PW; simultane-
ously is infeasible. Also, it is explained in [5.1.4.1] that user anonymity is preserved
meaning which an adversary cannot obtain /D; by any means. If an adversary in-
tercepts the login message {DID;,T;, My, Ms} during any session, password is still
secure in the expressions Ms = h(h(ID;) || My || M3 || T1), where My = M3 @ r; and
Mz =M, h(ID;.) @MPW,-/. In these expressions there are multiple unknowns like 7|
(random number chosen by U;) and MPW; = h(PW; || H(B;) || a). So, password of user
is well protected in the login message. In case, adversary intercepts the authentication
message {DID*", Ms, M7, T3}, guessing PW; is not possible due to the expression
M7 = h(Mg || M3 || SK || T3) in which SK = h(h(ID;) || r/1 || r2 || M3) has two random
numbers rll and rp. Also, knowledge of M3 = M, & h(ID;) @MPWZ./ is required to cor-
rectly guess the password. But again, guessing multiple unknowns is computationally

infeasible. Hence the proposed scheme resists password guessing attack.

5.1.4.10 Withstands insider attack

During registration of a user, if the insider gets information of user’s password, he can
try to impersonate that user to login other servers using the obtained password. This is
possible when any user directly sends password PW; in the registration request message.
In the registration phase of the proposed scheme, user sends {/D;, MPW;} where PW; is
not sent as a plain text but as a hash value in the expression MPW; = h(PW; || H(B;) || a).

Hence, the proposed scheme withstands insider attack.
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5.1.5 Security proof using BAN logic

Idealized protocol:

U —S:(ID) A&S< D) ot wEswd Stra)

{v
s»u:(UuEs wlsy, Jums: (ID)

wsy,,

According to the logical postulates, it suffices to prove the following goals:

Gl.

G2.

Ul=S|=U Ks

S|=U|=U &Ks

For proof, the following assumptions are made:

Al SizU|=U & s
A2. U I=S|=U & s
A3. U |=#(r)
Ad. S |=#(r)
As. Ul=U s
A6. Sl=Uu s
Analysis:
P1. Since U< (U X S, {U%S}rl)yﬂs , applying message-meaning rule using A5,
we obtain U |= S |~ (U & s, {U Ste)-

P2.

P3.

P4.

PsS.

From A3 and P1, application of nonce-verification rule yields U |= S |= (U &
S, {U B s},

From P2 and A5, we can break the conjunction to obtain U |= S |= U &s

(Gl is achieved).

Since S < (U s {U S}rz) My o using A6 and applying message-meaning
rule, we obtain S |=U |~ (U &, {U Str).

From A4 and P4, using nonce-verification rule, we obtain S |= U |= (U &
SAU & s}y).
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P6. Using P5 and A6, we obtain S |=U |=U &s (G2 is achieved).

From G1 and G2, it can be observed that both the user U; and server S believe
that the session key SK = h(h(ID;) || ry || 2 || M3) = h(h(ID}) || r1 || ry || M3) is

shared between them.

5.1.6 Performance comparison

In this section, a detailed comparison of the proposed scheme with Jung et al.| (2017),
Chen et al.| (2018)) and Zhang et al.| (2018)) has been made in terms of computational

cost, execution time and performance.

Table 5.1 Computational cost comparison with Jung et al.’s scheme

Phase Jungetal. Chenetal. Zhangetal. Proposed
Registration 37, 4T, + 1T,y 5Ty, 5T},
LOgiIl 4Th 4Th 7Th 4Th
Authentication 97, 8T, +1T,,4 14T, 8T},
Total 167}, 16T, +2T,, 26T}, 17T,

Table shows the computational cost comparison. It can be observed that the
proposed scheme uses one hash function more than the schemes proposed by Jung et
al. and Chen et al. but nine hash functions less than Zhang et al.’s scheme. In addition
to this, scheme designed in |Chen et al.| (2018) uses symmetric key encryption which is
more time-consuming when compared to hash functions. But, there is no symmetric

key encryption in the proposed scheme.

Table 5.2 Estimated execution time of Jung et al.’s and other schemes(sec)

Phase Jungetal. Chenetal. Zhangetal. Proposed
Registration 0.0015 0.0107 0.0025 0.0025
Login 0.0020 0.0020 0.0035 0.0020
Authentication 0.0045 0.0127 0.0070 0.0040
Total 0.0080 0.0254 0.0130 0.0085

Table [5.2] presents the comparison of the execution time of the proposed scheme
with schemes by Jung et al. (2017),|Chen et al.|(2018)) and Zhang et al. (2018)) based on
the experiment described in section [2.4] From the table, it is observed that the proposed
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scheme uses 0.005s more than Jung et al.’s scheme but this difference is compensated
by the performance which is presented in Table [5.3] On the other hand, the schemes
designed by Chen et al. and Zhang et al. require 0.0169s and 0.0045s more than the

time required by the proposed scheme respectively.

Table 5.3 Comparison of security properties with Jung et al.’s scheme

Security Properties Jungetal. Chenetal. Zhangetal. Proposed
Provides user anonymity No No Yes Yes
Resists user impersonation attack No No Yes Yes
Resists stolen-verifier attack Yes Yes No Yes
Resists replay attack No Yes Yes Yes
Secure session key No Yes Yes Yes
Mutual authentication Yes Yes Yes Yes
Resists password guessing attack Yes No Yes Yes
Resists server masquerading attack No No Yes Yes
Resists insider attack Yes Yes Yes Yes
Correct password change phase No Yes Yes Yes

Table[5.3|compares the security properties. It can be noticed that Jung et al.’s scheme
has many weaknesses like no user anonymity, user impersonation, server masquerad-
ing, insecure session key and inefficient password change mechanism. Also, Mir and
Nikooghadam’s scheme does not preserve user anonymity. Chen et al.’s scheme fails
to preserve user anonymity and cannot withstand user impersonation, password guess-
ing and server masquerading attacks. Zhang et al.’s scheme cannot resist stolen verifier
attack since it maintains identity-password verifier table in the remote database.

From all the three tables, it can be observed that the schemes in Jung et al. (2017)
and [Chen et al.| (2018) with one less hash operation than the proposed scheme and us-
ing symmetric key encryption are incapable to overcome all the security weaknesses.
On the other hand, in spite of using more computations than the proposed scheme, the
scheme in Zhang et al.| (2018) still fail to withstand all attacks. Based on the observa-
tions, it is clear that with comparable number of computations, the proposed scheme
overcomes all the mentioned security weaknesses. So, it can be said that the proposed

scheme is efficient as well as secure.

5.2 Cryptanalysis and Improvement of Han et al.’s scheme

This part studies another biometric-based scheme designed by Han et al.| (2018)). In

that, they have used ECC concepts along with biometrics. They claim that their scheme
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preserves user anonymity and resists impersonation attack. But, after cryptanalysis of

their scheme, certain security flaws have been identified. They have been explained

in detail. To rectify those issues, a robust biometrics-based scheme is proposed. The

proposed scheme is analyzed informally as well as using BAN logic. Following this,

comparison is presented based on computation and performance to provide an overall

picture of the proposed scheme.

5.2.1 Review of Han et al.’s scheme

In this segment, a detailed review of the scheme proposed by Han et al.| (2018)) is pre-

sented. All the phases are explained below.

1. Registration Phase

To register to a server S;, any user U; undertakes the following steps:

R1.

R2.

R3.

U; selects identity ID;, password PW;, biometrics B; and generates a random
number r. He computes MP; = PW; & H(B;) & r and sends the registration

request message {ID;, MP;} to S; via a secure channel.

S; computes AID; = h(ID; || x), K; = h(AID;) and V; = AID; ® MP,. Then it
generates a random number a to compute CID; = E,(ID; || a) and issues a
smart card to U; with values {K;, Vi, CID;, h(.), H(.)}.

Once the smart card is received, U; computes R; = r @ h(ID; || PW; || H(B;))
and stores R; in his smart card.

This completes the registration phase.

2. Login Phase

In this phase, a legal user U; with a smart card executes the following steps:

L1.

L2.

U; inserts his smart card into the card reader, enters his identity ID;, PW;
and biometrics B;. The smart card computes r = R; ® h(ID; || PW; || H(B;)),
MP; = PW;® H(B;) ©® r and AID; = V; ® MP;. SC; then checks whether
h(AID;) = K; holds or not. If it holds, step L2 is executed; else the pro-

cess is terminated.

Smart card generates a random nonce d, € Z, and takes the current time
stamp 7; to compute D = d,P, M; = AID; ® D and M, = h(AID; || D || Ty).
The smart card then transmits the login request message {M;, M, CID;, T\ }
to §;.
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3. Authentication Phase
In this phase, smart card of U; and S; authenticate each other and then gener-
ate a session key, using which they communicate with each other. On receiving
{M,, M, CID;, T\} from Uj, S; executes the following steps.

Al. §; takes the current time stamp 75 to check the freshness of 77 by verifying
whether |7} — 73| < 6T holds or not. If true, S; retrieves ID; by decrypting
CID; and computes AID; = h(ID; || x). Then it computes D = AID; & M,
and verifies if M, = h(AID; || D || T1) holds or not. If it holds, S; generates
random numbers a’ and d; € Z,, and computes E = d;P, CID! = E,(ID; ||
a), M3 = AID; ® E, SK = h(AID; || ds(D) || CID;) and My = h(CID! || SK ||
E|
message {M3, My, CIDf, T3} to U;.

T3), where T is the current time stamp. Then S; sends the authentication

A2. On receiving {M3, My, CIDf, T3} from S;, SC; checks the freshness of T3.
Then it computes E = M3 ® AID;, SK = h(AID; || d,(E) || CID;), M}, =
h(CID! || SK || E || T5) and checks whether M} = M, holds or not. If not, the
session is terminated. If it holds, SC; replaces CID; with CIDf and taking
the current time stamp 74, it computes Ms = h(E || SK || T4). Then it sends
the message {Ms, Ty} to S;.

A3. S; checks the validity of 7y and verifies if A(E || SK || T4) = M5 holds or not.
If it holds, S; authenticates U; and accepts SK as the session key.

4. Password Change Phase

Suppose U; wants to alter his password, the following steps are performed.

P1. U; inserts his smart card and inputs his /D;, PW; and B;.

P2. Smart card computes r = R; & h(ID; | PW; || H(B;)), MP, = PW; & H(B;) &,
AID; = V; ® MP; and checks if h(AID;) equals K;. If they are unequal, the
session is closed. If it holds, U; inputs a new password PW/"*", biometrics

B! and a new random number "¢,

P3. Smart card of U; computes MP'" = PW/" @ H(B;)"" @ r"®", V¥ =

1
AID; ® MP" and R!Y = " @ h(ID; || PW/" || H(B!®")). Finally, it
replaces R; and V; by R and V/"*" respectively.

5.2.2 Security flaws in Han et al’s Scheme

Security flaws were found in Han et al.’s scheme. These flaws were revealed by crypt-

analyzing their scheme using the assumptions mentioned in [[.3] Each of these issues
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are elaborated in this part.

Obtaining the master key, x of S;

Initially, an adversary registers as a legitimate user in the EMR system with his /D,
PW,, biometrics B, and random number r,. He computes MP, = PW, & H(B,) ® r,
and sends {ID,, MP,} to S; for registration. The server provides a smart card to the
adversary having the parameters {K,, V,, H(.), h(.), CID,} where AID, = h(ID, || x),
K,=h(AID,),V,=AID,®MP, and CID, = E,(ID, || a,) where a, is arandom number
generated by the server S;. Then he computes R, = r, ® h(ID, || PW, || H(B,)) and
stores R, in the smart card. Now he chooses a value x' and computes h(h(ID, || x')).
Then he checks if that value equals K, or not. If yes, he has predicted x correctly;
otherwise he continues the same procedure by choosing different values for x until he

obtains the correct value.

5.2.2.1 No user anonymity

Assume that an adversary acquires the smart card of any U;. This card has values
{CID;, K;, Vi, h(.), H(.)}. As explained above, he has knowledge of x. He obtains
AID; by repeatedly guessing and checking for different values of AID; in the expression
K; = h(AID;). Once he has guessed the correct value of AID;, he randomly chooses an
ID' and computes A(ID' || x). Then he verifies whether the computed value equals AID;
or not. If they are equal, adversary has rightly guessed ID;. If not, he checks for more
values of ID; until he has guessed the correct ID;. So, the scheme fails to preserve user

anonymity.

5.2.2.2 User impersonation attack

Suppose an adversary, who is also a registered user, has the ID; of a legal user, U; and
also his stored smart card values {CID;, K;, V;, h(.), H(.)}. Since he is registered,
he has knowledge of the value P which is fixed during registration. He selects a ran-
dom number e and computes D = eP, M} = AID; ® D, where AID; = h(ID; || x) and
M, = h(AID; || D || T,) where T, is the present time stamp. He then sends the message
{My, M, CID;, T,} (CID; is obtained from the smart card) to S;. Upon receiving this
message, S; checks the freshness of T, and computes AID; = h(ID; || x), D = AID; M,
M, = h(AID; || D || T,) for verification. Following that, it chooses a random number d; to
compute E = d,P, CID! = E,(ID; || a'), M3 = AID; D E, SK = h(AID; || ds(D) || CID;)
and My = h(CID! || SK || E || T!), where T! is the current time stamp. Then it sends

71



{M3, My, CIDf, Tal} to the adversary assuming him to be the legal user. So, the adver-
sary has impersonated the legal user successfully. Hence, the scheme cannot prevent

user impersonation attack.

5.2.2.3 Server impersonation attack

As explained in [5.1.2.1] an adversary has user identity /D; from the smart card us-
ing which he computes AID; = h(ID; || x). Suppose he records the login message
{M;, M, CID;, Ti} of U;, he obtains D as D = AID; & M,. Then he chooses ran-
dom numbers @' and d, to compute E = d,P, CIDf = E(ID; || a'), M3 = AID; B E,
SK = h(AID; || dus(D) || CID;) and My = h(CID! || SK || E || T») where T; is the current
time stamp. Then he sends the authentication message {M3, My, CID!, T»} to the user
U;. On receiving this, smart card of U; retrieves the current time stamp 73 and verifies
the freshness of 7>. Then it computes E = M3 ® AID;, SK = h(AID,; || d,(E) || CID;),
M} = h(CID! || SK || E || T5) and checks whether M} = My. This condition is satisfied
and taking the current time stamp 74, the smart card computes Ms = h(E || SK || Ty).
Then it sends the acknowledgment message {Ms, Ty} to adversary believing him to be

the authentic server. Hence, the scheme cannot withstand server impersonation attack.

5.2.2.4 Man-in-the-middle attack

This attack takes place when an adversary acts as a gateway in the communicating
channel. The attacker (that is, the “man in the middle”) intercepts traffic from the source
and forwards it to the destination, thus gaining the ability to modify messages and insert
new ones without either party realizing it (Callegati et al., 2009). It has been explained
clearly in [5.2.2.2] and [5.2.2.3] that their scheme is vulnerable to user impersonation as

well as server impersonation attacks. In other words, an adversary can alter messages

anytime whenever he impersonates a user or server without much difficulty. So, the

scheme is easily vulnerable to man-in-the-middle attack.

5.2.3 Biometrics-based proposed scheme

This section presents the proposed scheme. This scheme uses biometrics and hash

functions. All the phases are explained in detail.

1. Registration Phase
If any new user U; wants to register to a remote medical server S;, the following

steps are executed. Fig[5.3] gives the schematic representation of this phase.
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R1. U; chooses his identity ID;, password PW; and biometrics B;. He com-
putes the masked password, MPW; = h(PW; || r) @ H(B;), where r is a
random number chosen by Uj;, and sends the registration request message
{ID;, MPW;} to S; via a secure channel.

R2. S; computes K| = h(ID; || MPW;) and K, = h(h(ID;) || x) ® h(ID;) & MPW;
where x is its master key. Then it generates a random number a to compute
CID; = h(ID;) ® a. It then stores {a, CID;} in its database and issues a
smart card to U; which has the values {K|, K>, CID;, h(.), H(.)}.

R3. Upon receiving SC;, U; stores r in it. So, the values in the smart card are
{l", K17 K27 CIDia h()? H()}

This completes the registration phase.

/Y

S

User U; Server S;

U;chooses ID;, PW; and imprints B;
Computes MPW; = h(PW; || ) @ H(B)
{ID;, MPW;}

v

Computes

K: = h(ID;|| MPW;)

K, = h(h(ID;) || X) @ h(ID;) & MPW;
Generates ‘a’ and computes

CID; = h(lD.) hDa

Stores {a, CID;} in database

Issues a smart card

~ Smart Card

{Ky, Ko, CID;, h(), H()}

Stores r in the smart card
Smart card has values {K;, K, CID;, r, h(.), H()}

Figure 5.3 Registration phase of biometrics based proposed scheme

2. Login Phase
Suppose a user U; wants to login to a server S, the smart card executes the fol-

lowing steps:

L1. U; installs his smart card into the card reader, enters his identity IDf , PWI-I
and biometrics B!. The smart card computes MPW! = h(PW/ || r) ® H(B;),
K! = h(ID! || MPW!) and checks whether it equals K; or not. If it holds,
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L2.

step L2 is executed; else the process is terminated because either the entered
identity IDf or password PWil does not match with the original identity ID;

or password PW; of U;. Local password verification takes place in this step.

Smart card computes generates a random nonce r; and takes the current
time stamp T} to compute M; = K> @ h(ID;)") @MPWil, M, =M; ®ry and
Mz = h(h(ID!) | My || Ma || Ty). Tt then delivers the login request message
{Th, My, M3, CID;} to S;.

3. Authentication Phase

The following steps are executed by the server S; on receiving {71, M», M3, CID;}

from U;. Figure[5.4]represents all the steps of login and authentication phases of

the proposed scheme.

Al.

A2.

A3.

S; takes the current time stamp 7> to check the freshness of 77 by verifying
whether |7} — 7| < 8T holds or not. If it does not hold, the session is
ceased since the time stamp received from the login message does not come
within the required threshold value, thereby resisting replay attack. If true,
S; takes the value a associated with CID; obtained from the login message
and computes h(ID;)! = CID; ®a, M} = h(h(ID;)" || x) and M4 = h(h(ID;)" ||
My || M} || Ty). Then it verifies if M} = M3 holds or not. If it holds, S;
generates random numbers b and r,, and computes rl1 =M, dM!, CID}®" =
h(ID;) ® b and My = M @ ry. Then it updates the replaces {CID;, a} in its
database with {CID?®", b}. It further computes SK = h(h(ID!) || | r2 ||
M!) and Ms = h(SK || M} || My || T3), where T; is the current time stamp.
Then S; sends the authentication message {Ms, Ms, CID!*", T3} to U,.

On receiving {My, M5, CID?®", T3} from S;, smart card of U; takes the time
stamp 7 and checks the freshness of 73. Then it computes ré =M P My,
SK' = h(h(IDy) || r1 || ¥ || My), ML = h(SK' || M || M} || T5) and checks
whether Mé = M5 holds or not. If not, the session is terminated. If it holds,
smart card of U; replaces CID; with CID?*" and takes the current time stamp
Ts to compute Mg = h(M; || My || Ts). Then it sends the message {Ms, Ts}
to S;.

S; checks the validity of 75 and verifies if 2(M! || My || T5) = Mg holds or
not. If it holds, S; authenticates U; and accepts SK = SK' as the session key.

4. Password Change Phase

Suppose U; wishes to modify his password or update biometrics, the following
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/Y

S

D

User U; Server S;

User inputs 1D}, PW; and imprints B;

Smart card computes

MPW,' = h(PW;'|| r) @ H(B})

K. = h(ID{'|| MPW}})

Verifies K;' = K,

Generates random number a and takes current time stamp T,
Computes M; = K, @ h(ID;) @ MPW,

M,=M, D,

M3 = h(h(ID{") || My || My]| T2) {CID;, M;, M3, T;} >

Takes the current time stamp T,

Checks the freshness of T,

Takes a associated with CID; from DB

Computes h(ID;))' = CID; @ a

My’ = h(h(ID))' || X)

M3' = h(h(IDy)' | Mz || M;' || T1)

Verifies if M3' = M,

Generates random numbers b and

Computes CID™" = h(ID;)' @ b

rll = Mll D M,, |V|4I = Mll o

SK =h(h(ID)' || ri' || 2 | M1)

Changes {a,CID;} to {b,CID;""}in DB

Takes the current time stamp T;

Computes Ms = h(SK || My' || Mg || T3)
{M,, Ms, CID;"™", T3}

&
<

Takes current time stamp T, checks freshness of T
Computes r, = M; @ M,

SK'=h(h(IDy) || ro || r2' || My)

Ms' = h(SK || My || M4 || Ts)

Checks if Mg' = M

Replaces CID; with CID;"™" in smart card

Takes the current time stamp Ts

Computes Mg = h(My || My || Ts) {Me, Ts}

v

Takes the current time stamp Ts
Checks the freshness of Ts
Verifies if h(M;' || My || Ts) = Mg
If holds, U; is authenticated

Figure 5.4 Login-authentication phases of biometrics based proposed scheme

computations are performed.

P1. U; inserts his smart card and inputs his IDﬁ, PWZ-Z and Bf.

P2. The smart card computes MPW/ =h(PW/ || r)® H(B;), KI = h(ID! || MPW})
and checks whether it equals K; or not. If they are not equal, the session is

aborted. If equal, U; enters a fresh password PW;"" and biometrics B}“".
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P3. SC; computes MPW/"*" = h(PW/*" || r)&H (B;)"", K1 = h(ID; || MPW")
and K7 = K, ® MPW; ® MPW;**". Finally, it replaces K; and K; by K"
and K7°" respectively.

This completes the password change phase.

5.2.4 Security analysis

This section describes the analysis of the proposed scheme. It explains in detail how

the proposed scheme is resistant to known security attacks.

5.2.4.1 Preserves user anonymity

It can be clearly observed that identity /D; of any user U, is not stored in his smart card.
ID; is not sent directly in the login message {7}, M», M3, CID;} to S; as well as the
authentication message {My4, Ms, CID!*", T3} to U;. Suppose an adversary gets hold
of a smart card and is able to obtain CID; from it, ID; still remains unrevealed since
CID; = h(ID;) ® a where the value a is stored in the database and can be known only to

the server. So, the proposed scheme preserves user anonymity.

5.2.4.2 Secure against password guessing attack

If an adversary has a smart card with values {r, Ky, K>, CID;, h(.), H(.)}, guessing
password is not possible from these values. This is because K; = h(ID;) || MPW; and
K> = h(h(ID;) || x) ® h(ID;) & MPW;. In the first expression, ID; is not revealed since
user anonymity is preserved as explained in[5.2.4.1)and MPW; has two unknowns (PW;
and B;) guessing which is computationally infeasible. So password cannot be guessed
using smart card values. If adversary eavesdrops login and authentication messages,
{T\, My, M3, CID;} to S; and {My4, Ms, CID!*", T3} to U;, password is secure. This
is valid since the login message values M, and M3 are hashed together with MPW,;
and random number r;. Guessing two unknowns out of a hash value is not possible.
Also, from the authentication message, the knowledge of M, and M5 will not reveal
PW; because in My = M{ 4 ry, both the values are not known to the adversary. In
Ms = h(SK || M! || My || T5), the therm containing PW; is M} which cannot be known by

the adversary. In either case, the proposed scheme resists password guessing attack.

5.2.4.3 Secure against user impersonation attack

User impersonation attack is possible when an adversary is able to create a valid login

request and communicate with the server posing to be the legal user. In the proposed
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scheme, the login message has four values, {7}, My, M3, CID;}. Suppose an adversary
eavesdrops this message, he cannot create another valid request since My = M| @ ry
(where M, and ry are unknowns) and Mz = h(h(ID!) | M, || M2 || Ty) (where Mj is not
known). Computing M is not possible since it requires the knowledge of K, which, in
turn requires the values of users PW; and B; and servers master key x, both of which
cannot be guessed simultaneously. Assume that an adversary gets hold of a smart card
with values {r, K|, K», CID;, h(.), H(.)}, he might intercept CID;, K| and K, but
these values will not contribute in creating a valid login request without the knowledge

of MPW;. So, the proposed scheme resists user impersonation attack.

5.2.4.4 Secure against server impersonation attack

Server impersonation is a process wherein an adversary masquerades a server and com-
municates with a user making him believe that he is communicating with the authentic
server. In the proposed scheme, to impersonate a server, an adversary has to generate
a valid authentication message {M4, M5, CID!*", T3}. Suppose he has eavesdropped
and recorded the previous authentication messages, he cannot use the same values be-
cause of the usage of time stamp. To compute correct M5, adversary needs the session
key, SK = h(h(ID;)" || ¥} || r2 || M}). But computing SK is computationally infeasible as
guessing three unknowns rll, ry and M { simultaneously is totally impractical. Therefore,

server impersonation attack is clearly resisted.

5.2.4.5 Secure against man-in-the-middle attack

This attack is possible when an adversary eavesdrops the messages sent over the com-
munication channel and possibly alters the messages making the user and server believe
they are communicating directly to each other. It is described in[5.2.4.3|and[5.2.4.4] that

the proposed scheme resists user impersonation and server impersonation attacks re-

spectively. Hence, it is clear that an adversary cannot perform man-in-the-middle attack

in the proposed scheme.

5.2.4.6 Secure against stolen-verifier attack

Many a times, the remote server stores hashed passwords to verify the user. Stolen
verifier attack takes place when an adversary directly impersonates a user by stealing
the saved password verifier Madhusudhan and Mittal (2012). That is, this attack can
take place whenever the password verification table is stored in the database during the

registration process. But in the proposed scheme, users password is not stored in clear
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text or hashed form. Also, no verification table is stored in the database. Hence, there

is no chance for an adversary to execute a stolen verifier attack in the proposed scheme.

5.2.4.7 Withstands replay attack

Replay attack is when an adversary eavesdrops a login message and sends the same
message to server and, the server believes it to be valid login message. To avoid
this, the proposed scheme makes use of time stamps and random numbers which keep
changing during every interaction. If an adversary does eavesdrop the login request
{T1, M, M3, CID;}, he cannot resend the message as a valid request because when
the message is replayed, the server §; first checks the freshness of 77 by checking
|T] — T.| < 8T, where T, is the time stamp when S; receives the message the replayed
message. But because of the threshold value 6T, the message will be discarded. Hence,

the proposed scheme clearly resists replay attack.

5.2.4.8 Ensures a secure session key

Security of session key in an important part of authentication because user and server
communicate with each other using the generated session key. In the proposed scheme,
the session key is given by SK = h(h(ID!) || ¥} || r» || M!). This expression is a hash of
multiple values, h(ID;), rll, rp and M{. None of the four values are directly available
from the smart card, or login and authentication request messages. Using brute force
attack to guess four unknowns is practically impossible. As explained in [5.2.4.1] the
identity /D; of U; cannot be revealed by the adversary. Also, keeping track of the ran-
dom numbers r; and r, cannot help the adversary in computing the session key since
they change during every session between user and server. So, the session key is secure

in the proposed scheme.

5.2.4.9 Provides mutual authentication

From Fig [5.4] it can be clearly noted that U; and S; mutually confirm each others’
identity. After receiving the login request message {7y, M>, M3, CID;} from Uj, S;
retrieves a from its database, computes h(IDi)l, M{ and Mé. It then verifies if Mé is
same as the received M3. If they are equal, S; authenticates U;.On the other hand, when
S; sends the authentication request message {My4, M5, CID!*", T3} to U;, smart card of
U; computes rlz, SK! and Mé. Then it checks if the computed value Mé is same as the
received Ms. Only if they are same, U; authenticates S;. Hence, mutual authentication

takes place between the user and server in the proposed scheme.
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5.2.4.10 Secure against privileged insider attack

During registration phase, if the user sends his password in a clear text format, the
other-side-party can take that password to execute other security attacks for different
applications. This can be termed as privileged insider attack. To prevent this, U; first
computes the masked password, MPW; = h(PW; || r) & H(B;) and sends this value in-
stead of sending a clear-text password. Because of the Biometrics B; and random num-
ber r, the insider cannot obtain the real password PW;. Hence, the proposed scheme

withstands privileged insider attack. %endenumerate

5.2.5 Security proof using BAN logic

In this proof, we show that the session key generated during a session is secure, meaning
which the communication followed using that session key is safe. The symbols used
below are explained in section[I.4]

Idealized protocol:

Uas:<zD>UMQW. ,(ID) (U Esus St i

w @5},1

S—U: (U S {U S}rl)Ugs, <ID>{ gS}rz

According to the logical postulates, the following goals should be achieved:

GLU|=zS=zU & s

G2. S|I=U|=U &Ks
To achieve the desired goals, the following assumptions are made:

AL Si=zU|=U & s

A2. UI=S|=U & s

A3. U |=#(n)
Ad. S|=#(r)
K
AS. U|=U &S
A6. S|=U &
Proof:

Pl. AsU< (U & S, {U & },I)Ugg, using message-meaning rule using AS, we
K

105

seethat U |=S |~ (U < S, {U S},l).
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P2. Now using A3 with P1, application of nonce-verification rule gives U |= S |=
W E s, {Udsh,)

P3. From A5 and using A2, we can break the conjunction resultinginU |= S |=U &
S.
This proves G1.

P4. Since S< (U & S,{U & S}rz)U , applying message-meaning rule and using

K
s
SK K
A6, wehave S |=U |~ (U & S,{U <+ S},,).
P5. With A4 and P4, using nonce-verification rule, we obtain S |= U |= (U &
K
S, {U & 8},,).

P6. Now from P5 and A6, by breaking the conjunction, we obtain S |=U |=U XKs.
This proves G2.
From G1 and G2, it is proved that both the user U; and server S believe that the
session key SK = h(h(ID;)" || ¥} || 2 || M}) = h(h(ID;) || r1 || 75 || My) is shared

securely between them.

5.2.6 Performance and computational cost comparison

A detailed comparison of Han et al.| (2018)) with the proposed scheme, Mir et al.| (2015)

and Amin and Biswas|(2015)) is presented in this section.

Table 5.4 Computational cost comparison with Han et al.’s scheme

Phase Han et al. Miretal. Aminetal. Proposed scheme
Registration 4T, +1T,,4 67}, 5T, 47,
Login 4T, + 1Tpm 11, 6T, +1T,, 47,
Authentication 87}, +2T,4 + 1T}, 127;, T, + 17,4 8Ty,
Total 16T, +3T,; + 2Tpm 25T, 207, +2T,,4 167},

Table |5.4|compares the schemes based on computational cost. Since execution time
of concatenation and XOR operations is very less in comparison to that of hash func-
tions and symmetric key encryption/decryption, they have been ignored. It can be seen
that the proposed scheme uses same number of hash operations as the scheme in Han
et al.| (2018)) but it neither uses symmetric key encryption nor elliptic curve point mul-
tiplication. In comparison with the scheme proposed in |Amin and Biswas| (2015), the

proposed scheme has four hash operations less than their scheme. In case of the scheme

80



in|Mir et al.| (2015)), the proposed scheme has nine less hash operations thereby reducing

the number of required computations.

Table 5.5 Execution time comparison with Han et al.’s scheme(s)

Phase Hanetal. Miretal. Aminetal. Proposed scheme
Registration 0.01070 0.0030 0.00250 0.002
Login 0.06508 0.0035 0.06608 0.002
Authentication  0.08448 0.0060 0.06758 0.004
Total 0.16026 0.0125 0.13616 0.008

Table [5.5] demonstrates the comparison of execution time of the schemes. Based
on the experiment stated in section the estimated time of the proposed scheme is
computed and compared with other schemes. This clearly shows that the execution
time of the proposed scheme is 0.15226s less than the scheme proposed by Han et al.’s
scheme. Also, the proposed scheme uses 0.12816s less than Amin et al.’s scheme for
execution. In addition to this, the execution time is 0.0045s less than that of Mir et
al.’s scheme. With the three compared schemes, it is clear that the proposed scheme

takes comparatively very less time to execute, thereby increasing the efficiency of the

scheme.
Table 5.6 Performance comparison with Han et al.’s scheme
Security Properties Hanetal. Miretal. Aminetal. Proposed
Provides user anonymity No No Yes Yes
Resists user impersonation attack No Yes No Yes
Resists stolen-verifier attack Yes Yes Yes Yes
Resists replay attack Yes Yes No Yes
Secure session key Yes Yes Yes Yes
Mutual authentication Yes Yes Yes Yes
Resists password guessing attack Yes Yes No Yes
Resists server impersonation attack No Yes Yes Yes
Resists privileged insider attack Yes Yes Yes Yes
Resists man-in-the-middle attack No Yes Yes Yes

Performance comparison is presented in Table [5.6] From this table, it is clear that
the scheme proposed in Han et al.| (2018) cannot overcome several attacks. In spite of
using symmetric key encryption with hash operations, it is not able to withstand known

security attacks. Also, the scheme proposed in Amin and Biswas| (2015) is not able to
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resist few attacks. [Mir et al.| (2015) also fails to preserve user anonymity. On the other
hand, the proposed scheme resists all security weaknesses with relatively less number of
computations as can be seen from Table[5.4and Table[5.5] This proves the performance

efficiency of the proposed scheme.
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CHAPTER 6

CONCLUSIONS AND FUTURE SCOPE

6.1 Conclusions

The main focus of this chapter is analysis of authentication schemes, in particular
the schemes used for TMIS. But prior to this, a detailed explanation is given on TMIS
and various security issues. Then, we have considered two-factor as well as three-factor
schemes. A wide range of these schemes have been studied (including those using
chaotic maps, symmetric key encryption/decryption, ECC). After extensive study of
these, a survey was conducted on password practices of several known websites to get a
clear picture of the procedure involved in password based authentication. Based on this,
weak areas in present practices regarding the choice of passwords of users and various
security questions in case the user forgets password were discussed. To overcome these
type of issues, several guidelines for improvement have been given. These topics are
discussed in chapters [I|and

The core part of this study focuses on various authentication schemes in TMIS.
The evolution of authentication methods have been discussed in length for a better un-
derstanding of the subject. Several schemes have been studied and based on various
factors, this study is divided into three main sections.

Chapter 3| deals with a scheme using chaotic maps. In particular, Li et al.’s scheme
is cryptanalyzed and security weaknesses are discussed. These issues are addressed in
the proposed scheme. To support this statement, the proposed scheme is analyzed and
security proof is provided using BAN logic. Also, comparisons of computations and
security properties are presented. It can be seen that the proposed scheme is way more
secure than Li et al.’s scheme.

In chapter ] security of Chen et al’s scheme is discussed. This is a two-factor
scheme which uses hash operations as well as symmetric key encryption technique.

This scheme is cryptanalyzed and security flaws were revealed. These are discussed in
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this chapter, To overcome these flaws, hash functions based scheme is proposed. The
security analysis of this scheme shows that it overcomes the flaws found in Chen et al.’s
scheme. Computational cost and estimated execution time comparison is presented.
This comparison clearly shows the efficiency of the proposed scheme.

Following this, three-factor (biometrics-based) schemes are studied in chapter [3
Since the use of biometrics his increasing day by day, we have studied two schemes in
this chapter. In the first part, Jung et al.’s scheme is studied thoroughly. The weaknesses
found in their scheme are highlighted and explained in detail. Further, those weaknesses
have been rectified in the proposed scheme. To prove this, security analysis and perfor-
mance comparison is provided. These show that the proposed scheme outsmarts Jung
et al.’s scheme. The second part of this chapter discusses another three-factor scheme
which is proposed by Han et al.. Even though it uses biometrics, it is different from
Jung et al.’s scheme, since Han et al.’s scheme uses ECC as well as symmetric key
encryption technique, whereas Jung et al.’s scheme only uses hash operations and bio-
metrics. By cryptanalysis, certain security attacks were disclosed in Han et al.’s scheme.
The proposed scheme is designed in such a way that an adversary cannot launch those
attacks. This is proved in the security analysis of the proposed scheme. In addition to
this, the performance comparison also shows that the proposed scheme is efficient and

is suitable for practical implementation.

6.2 Future scope

In future, it is aimed to study Wireless Body Area Network (WBAN) which can
help provide better services in TMIS. WBAN provides a platform for inexpensive and
continuous health monitoring over the Internet through real-time updates of patients
medical records. For example, a BAN in a significant place of a patient can alert the
hospital before that patient gets a heart attack by measuring changes in their vital signs.
A standard WBAN consists of sensors, a processor, a transceiver and a battery. The
main requirements of a WBAN are listed below.

* Data Quality: Quality of medical data should be of high standard to ensure best

decision-making based on this data.

* Data Management: Since huge amount of data is generated by BAN, maintenance

and management of these data is crucial.

» Sensor Validation: All the sensor readings should be validated to reduce false

alarm generation as much as possible.
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Data Consistency: Vital patient datasets may be spread over a number of nodes.
All this data stored on multiple devices need to be collected and analyzed to

upgrade the quality of patient care.

Security: It is of utmost importance to provide secure and limited access to pa-

tients sensitive data.

Interoperability: The system must be scalable and must be able to transfer data

seamlessly across networks.

System Devices: The sensors must be light-weight, power efficient, low on com-
plexity and easy to use. On the other hand, storage devices must have remote

storage options and access to external analysis, tools over the Internet.

Cost: Low-cost BAN are highly expected to ensure that these services are made

available to all classes of the society.

Constrained Deployment: WBAN should be wearable and should be able to per-
form its task without the user realizing it. However, it is equally important that
the system should not modify the daily activities of the user.

Consistency: Since a users medical conditions are involved, it is necessary that

the sensor readings are accurate to avoid any mishaps.

All the aforementioned factors are necessary, security is of high priority since this is

an area that involves networks. Since very little work has been done in this area of

WBAN, lot of effort would be required to guarantee secure and accurate WBAN trans-

mission. In addition to this, it is equally important that secure medical data of different

users does not get mixed up. Since WBANSs are resource-constrained, commonly used

security solutions might not be applicable to these. Exploring this area can be a major

breakthrough in the field of telemedicine.

Also, we plan to extend our study to blockchain technology. A blockchain is a dis-

tributed ledger system that allows transactions globally without third party verification.

Key features of this technology are:

* Decentralized: There is no central authority that can control the network. In
other words, data can be stored, accessed and updated by anyone connected to

the network.

* Transparency: Stored data is transparent to potential users.
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e Immutable: Records stored on a a blockchain are reserved forever; data cannot be

altered.

* Anonymity: Identity of a user remains undisclosed since data is transferred be-

tween nodes.

» Security: Data stored on the blockchain is hashed cryptographically making it
impossible to tamper with.

» Consensus-driven: Each block on the network is verified using a consensus al-
gorithm that allows for decision-making for the group of active nodes on the

network.

Since records stored on a blockchain are transparent and medical data of a user needs
to be kept confidential, finding secure applications for blockchain based healthcare will

also be a topic of interest due to the complex structure of blockchain.
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